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Dear delegates,

My name is Ankita Biswas and it is my distinct honour to be your director of the Commission of Narcotic
Drugs for VYMUN 2021. I hope to foster an immersive and engaging environment that expands your
interest in global affairs. This year, we will explore two topics: Preventing Illicit Drug Trade through
Alternative Development and Drug Trafficking on the Dark Web.

To clear any possible confusion, a “narcotic drug” refers to any drug listed under the 1961 Single
Convention on Narcotic Drugs, including opioids, coca, cannabis, and their semi-synthetic derivatives.
Common synthetic substances include amphetamines, cocaine, heroin, methadone, and marijuana. All
narcotic drugs possess the ability to create dangerous side effects such as analgesia, narcosis, and
addiction.

Our first topic, Preventing Illicit Drug Trade through Alternative Development, is often criticized by the
international community. While the illicit drug trade affects all Member States, each is affected by distinct
elements of the issue at hand, causing differing perspectives to emerge. Alternative development entails
the outright socio-economic and political shift of a drug-ridden nation in order to achieve the elimination
of illicit drugs, thus it is of utmost importance to determine if alternative development is truly a viable
solution. As the industry remains averse to change, outdated policies and treaties must be upgraded in
order to ameliorate the current situation. Delegates are encouraged to keep in mind that alternative
development is fruitful when individuals have the freedoms necessary to meet their full potential.

Our second topic, Drug Trafficking on the Dark Web, is a more contemporary issue, and one that is quite
difficult to tackle. Due to the nature of online markets, current law enforcement strategies are ineffective
on a large scale. The CND will examine the extremely lucrative and dynamic international market, with a
focus on transnational organized crime and the obstacles around civilian privacy. Creative solutions must
be reached in order to thwart the illicit drug trade and alleviate civic trepidation.

If you have any questions or concerns, please contact me at cnd@vymun.com. I look forward to meeting
all of you!

Sincerely,

Ankita Biswas
Director of CND | VYMUN 2021
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Preventing Illicit Drug Trade Through Alternative Development

Questions to Consider

1. What role does your country play in the illicit drug trade industry? Overall, is it a cultivator, a
consumer, or a place of transit?

2. What historical social, political, and economic factors have influenced your country's current
situation?

3. Has your country taken any previous steps to combat the spread of illicit drugs, and have they
been successful? Which types of responses does your country support?

4. What are the merits and flaws of sustainable development? Should this committee put a higher
emphasis on sustainable development than other solutions presented in the past?

5. Will sustainable development respond to all aspects of trade, namely cultivation, transportation,
and consumption?

6. How can this committee address the socio-economic causes and consequences of the illicit drug
trade industry? In states with conflict, corruption, and economic turmoil that hinder anti-drug
efforts, is it possible to implement alternative development projects?

Overview

Illicit drug trade remains one of the most dynamic and persistent criminal markets, obstinately devoted to
the circulation of prohibited drugs. Previous efforts have been stymied by the sheer enormity of the illicit1

drug industry, and successful cases have been undercut by the “balloon effect,” a cyclical process2

whereby drug markets cross borders to avoid interdiction and elimination efforts. As formal drug
eradication strategies fail to deter the global drug market, devising new mechanisms to counter the issue
at hand becomes a pressing concern for the international community. Illicit drug trade encompasses three
major components: cultivation, trade and consumption.

A plethora of factors contribute to the growing prevalence of illicit drug cultivation, with one of the most
prevalent being widespread poverty and its unavoidable consequences. The absence of peace and stability,
as well as a lack of prospects, creates a conducive environment for drug crop cultivation. Characteristics3

typically seen in drug cultivation regions are inadequate infrastructure and farming equipment, scarce

3 https://www.gpdpd.org/fileadmin/user_upload/bmz_alternative_development_.pdf
2 https://www.coha.org/the-balloon-effect-and-displacement-part-2-of-2/
1 https://www.interpol.int/content/download/5268/file/Illicit%20Drug%20Trade.pdf?inLanguage=eng-GB
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access to licit markets, unreliable crops, and insufficient training and education. Those who farm narcotic4

drugs, particularly agrarian communities in remote regions, are extremely susceptible to manipulation
from criminal organizations or rebel groups in the area. For these vulnerable communities, drug crops
offer more dependability and profit than alternative income sources due to the rising demand for drugs.
Approximately 4.5 million people worldwide depend on income derived from the cultivation of illicit
drug crops.5

The primary factor causing spikes in illicit drug trade is the rise of criminal organizations. Drug
trafficking is the primary source of income for organized crime, as the illicit drug trade generates over 320
billion dollars per year. Conflict-affected or fragile states are popular transit points due to scant legal or6

social backlash, and many are quickly becoming consumers as well. Furthermore, transnational criminal7 8

networks have unlimited freedom and thus go about their business undisturbed. The threat of seizure and9

retribution from the international community has failed to limit illicit drug networks, and those who
participate in the illegal drug trade continue to evade the authorities.

Misuse of synthetic and pharmaceutical opioids is the cause behind rapidly increasing drug abuse rates
around the world, especially in North America and the Middle East. Income is the highest in consumer
nations, as illicit drugs are easily sold at lofty prices. For instance, the illicit drug trade in the United
States generates over 160 billion dollars per year. Moreover, the COVID-19 pandemic has magnified10

substance abuse and the dependence on illicit drugs, specifically recreational, or “street”, drugs.11

Alternative development (AD) is a global drug control strategy formulated by the UN that intends to
diminish the supply and circulation of narcotic drugs. In contrast to other approaches to drug control, AD
targets root causes of drug production in lieu of repressive measures. In fact, it is the only universal,
non-punitive element of the UN’s agenda on drugs. The General Assembly at its 20th special session
(UNGASS), held in 1998,  defined alternative development as:

“A process to prevent and eliminate the illicit cultivation of plants containing narcotics and
psychotropic substances through especially designed rural development measures in the context of
sustained national growth and sustainable development effort sin countries taking action against drugs,
recognizing the particular socio-economic characteristics of the target communities and groups, within
the framework of a comprehensive and permanent solution to the problem of illicit drugs.”12

12 https://www.unodc.org/unodc/en/alternative-development/faq.html
11 Ibid.
10 https://storymaps.arcgis.com/stories/8407b5eb5cb94ebcb252f81ee8e6d3ff
9 https://www.saferworld.org.uk/downloads/pubdocs/issue-brief---the-illicit-drugs-trade.pdf
8 https://www.un.org/press/en/1996/19960627.eco5648.html
7 https://www.saferworld.org.uk/downloads/pubdocs/issue-brief---the-illicit-drugs-trade.pdf
6 https://drugpolicy.org/issues/international-drug-war
5 https://www.unodc.org/unodc/en/alternative-development/our-work.html
4 Ibid.
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AD is perceived as an ambiguous and illimitable approach to drug control, and has thus developed
analogues such as “alternative economic livelihoods” or “sustainable rural development.” Essentially,13

the final objective is to eliminate global reliance on drugs, and usher in effective sustainable development,
in accordance with the United Nations Sustainable Development Goals (SDGs) to achieve the 2030
Agenda for Sustainable Development. These goals are governed by nine core pillars: rule of law, health,14

basic infrastructure, community development, education, agricultural development, improved markets,
environmental protection, and gender equality. Traditionally, AD focuses on aiding remote agrarian15

communities by alleviating socio-economic factors that lead farmers to resort to illicit cultivation and
providing sustainable, legal livelihood alternatives. A myriad of legal alternatives to growing illegal16

drugs exists in every region; implementing new crops not only tackles illicit drug cultivation and
circulation, but also diversifies markets and provides new pathways for income generation. For instance,
farmers in Bolivia, Colombia, and Peru have converted from growing coca (used to produce cocaine) to
coffee and cocoa beans , and the regions of Lahu and Wa in Myanmar have removed their opium poppy17

crops to farm green tea leaves. However, upon assessing the current circumstances surrounding AD, this18

committee may choose to shift the current structure or direction of policies.

Alternative development is comprised of two critically fundamental principles, which make it an
appealing solution: it confronts the underlying issues of drug cultivation, such as rural poverty and lack of
market access, and instinctively promotes beneficial long-term outcomes that automatically prevent the
situation from escalating even further. However, this solution is highly contested and carries many flaws19

as well.

As alternative development is a grandiose and open-ended approach to eradicating the world drug
problem, achieving success requires a holistic view of the status of a nation, as well as multi-pronged,
well-rounded strategies that will ultimately provide peace and prosperity for said nations. Development
should, and will, look different for every member state in this committee, thus it is essential to focus on
individualized strategies that aid different societies, political systems, and economies.

Timeline

February 15, 1946: The Commision on Narcotic Drugs (CND) is established by the Economic and
Social Council (ECOSOC) to supervise activity surrounding international drug control treaties.20

20 https://www.unodc.org/unodc/en/commissions/CND/index.html
19 https://eurad.net/wp-content/uploads/2021/06/AlternativeDevelopmentReportEURAD2015.pdf
18 Ibid.
17 https://www.unodc.org/unodc/en/alternative-development/alternative-development-products.html
16 https://www.unodc.org/unodc/en/alternative-development/overview.html
15https://www.unodc.org/unodc/en/alternative-development/our-work.html
14 https://sdgs.un.org/goals

13https://www.unodc.org/documents/ungass2016/Contributions/Civil/EURAD/Alternative_Development_Report_E
URAD_2015.pdf
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March 30, 1961: 73 Member States attend the Single Convention on Narcotic Drugs, participating in the
first piece of legal and administrative framework for international drug control. Over 100 narcotic drugs,21

primarily plant based products, are clearly outlined in the Single Convention Protocol.22

February 21, 1971: The Convention on Psychotropic Substances extends international drug control
guidelines to include various synthetic psychotropic substances.23

December 20, 1988: Nicknamed the “trafficking” convention, the Convention against Illicit Traffic in
Narcotic Drugs and Psychotropic Substances dissects the role of criminal organizations , and alternative24

development is first introduced as a viable solution for illicit drug trade. However, it is presented as
“integrated rural development” and is considered to be a complementary measure to repressive tactics.25

1991: The UN General Assembly (GA) broadens the mandate of the CND, enabling the functional
commission to become the governing and policy-making body of the UNODC. 26

June 8-10, 1998: The United Nation General Assembly Special Session (UNGASS) on the World Drug
Problem coins the term “alternative development” in its unanimous Political Declaration on International
Cooperation on the Eradication of Illicit Drug Crops and on Alternative Development.27

September 8, 1998: Various Action Plans, composed by the earlier 1998 UNGASS, are implemented to
provide a comprehensive structure for the eradication of illicit drug trade going into the 21st century.28

June 2007: After the publication of the 2007 World Drug Report, the Islamic Republics of Afghanistan,
Iran and Pakistan reaffirm their commitment to countering the world drug problem by collaborating on
the Triangular Initiative and its associated Joint Planning Cell.29

March 11-20, 2009: The Commission on Narcotic Drugs, at its 52nd session, constructs the Political
Declaration and Plan of Action on International Cooperation towards an Integrated and Balanced
Strategy to Counter the World Drug Problem affirming the 1998 Political Declaration. Crop control
strategies and alternative development plans are stated explicitly, and global cooperation and shared
responsibility are demanded of the international community. The Plan of Action concentrates on demand
and supply reduction, as well as the actions Member States should take to attain eradication by 2019.30

30 https://www.unodc.org/documents/wdr2015/World_Drug_Report_2015.pdf

29https://reliefweb.int/report/afghanistan/afghanistan-iran-and-pakistan-reaffirm-improve-counter-narcotics-
and-border

28 Ibid.
27 https://www.unodc.org/documents/wdr2015/World_Drug_Report_2015.pdf
26 https://www.unodc.org/unodc/en/commissions/CND/index.html
25 https://www.unodc.org/documents/wdr2015/World_Drug_Report_2015.pdf
24 Ibid.
23 Ibid.
22 Ibid.
21https://sencanada.ca/content/sen/committee/371/ille/library/history-e.htm
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2009: Overall expenditures of alternative development funds from member countries of the Organization
for Economic Cooperation and Development decline by 71 percent since the adoption of the 2009
Political Declaration. Alternative development expenses account for a mere 0.1 percent of global31

development assistance.32

2013: Thailand, one of the world’s largest opium producers, reduces its illegal production of opium to a
reported 4 tons through its 30-year national development strategy.

December 18, 2013: The General Assembly adopts the UN Guiding Principles on Alternative
Development, which are fully compatible with the 2030 Sustainable Development Agenda.33

April 19-21, 2016: The Outcome Document of the 2016 UNGASS, organized by the CND, devotes an
entire chapter exclusively to development-oriented drug control. A holistic response is deemed necessary
to counter the world drug problem, which includes responding to broader socio-economic issues and
obtaining peace in politically volatile regions. Furthemore, the document seeks to align the global drug
strategy with the 2030 Agenda for Sustainable Development.

March 14-22, 2019: At its 62nd session, the CND establishes the 2019 Ministerial Declaration on
Strengthening Action at National, Regional, and International Levels to Accelerate the Implementation of
Our Joint Commitments to Address and Counter the World Drug Problem. Member states agree to target
the practical implementation of the joint commitments made over the past decade.34

2021: The 2021 World Drug Report records a 24 percent rise in the illicit cultivation of opium poppy
compared to the previous year.35

Historical Analysis

Opium, perhaps the earliest narcotic drug to be commonly used, has undoubtedly withstood the test of
time. Large-scale production of opium began during the rise of the Silk Road, which connected Balkan
countries, the Middle East, India and China. British colonialism in the 17th century CE led to the36

conquest of poppy-growing regions in India, and the British unexpectedly used this opportunity to
smuggle opium to and from India and China. Though China attempted to suppress opium use, the
mid-19th century Opium Wars led to Britain acquiring commercial privileges and land concessions from
China. For instance, Britain demanded access to major ports for further trade, thus controlling the flow of
opium in the region. Though many resented British presence and their manipulation of the drug trade in

36 https://www.unodc.org/documents/data-and-analysis/Studies/100_Years_of_Drug_Control.pdf
35 Ibid.
34 https://www.unodc.org/documents/commissions/CND/Index/19-10644_CND.pdf

33https://www.unodc.org/documents/commissions/CND/Drug_Resolutions/2010-2019/2013/A_RES_68_1
96.pdf

32 Ibid.
31 https://www.unodc.org/res/wdr2021/field/WDR21_Booklet_1.pdf
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Asia, there was little interest in suppressing such a lucrative business. Many national economies were
more reliant on the mass production of drugs than addicts themselves.37

However, the British unknowingly harmed their own state as well. China entered a period of high
instability, as rampant opium problems overwhelmed the nation. Fourteen percent of national income38

was derived from the cultivation of opium, and millions of drug abuse cases were reported. As a climate39

of prejudice and a shift in morals arose, Chinese immigrant labourers in the West bore the brunt of
increasingly narrow-minded attitudes due to stereotypes around drug use. Blatant discrimination led  to40

severe domestic actions on the use of drugs, and in particular, the drug habits of foreigners. American41

law specifically prohibited Chinese immigrants from smoking opium in front of their caucasian
neighbours. China, unsurprisingly, had a contradictory view on the matter: the West was provoking opium
problems in China, and intervention was unwarranted and deplored. It was clear that Britain’s agenda42

was self-serving and highly controversial. While Britain advocated against opium production, the
limitations they placed did not interfere with the continuous flow of opium imports into India, where the
British government made most of their colonial revenue.

The opium crisis in China had drastic domestic effects that accurately predict the present and future of
drug use. It became a social norm to consume drugs on a daily basis, drastically decreasing national
productivity. Progress was no longer a common goal in the nation, and the financial drain from the43

Opium Wars disrupted the economy, causing civil unrest. Over 75 percent of Chinese citizens were
addicted to the drug, especially those who had previously been prescribed opium as a medication.
Recreation became punishing as strict legislation enforced by the government incentivized merchants to
find clever methods of evading the law. The ramifications of opium continued to strike China to the extent
that China’s response to the two Opium Wars was called “the century of humiliation.”44

The “great powers” of the 19th century, the U.S. and Britain, dominated the globe as they fought for45

control over drug markets, pushing their hidden agendas at early drug prohibition conferences. At the
instigation of the U.S, the International Opium Commission invited twelve nations to Shanghai, China in
1909 to find rapid solutions for the Chinese opium epidemic. However, the declaration of the convention
was an invalid document, as country representatives did not actually have the power to make such
decisions on behalf of their state. Drugs were considered a taboo, and governments thought giving their
diplomats any plenipotentiary powers would result in backlash from their citizens. Nonetheless, the
Shanghai Convention represents the first sincere efforts to confront the world drug problem, and it began
the early phases of construction of a global legal framework for drug control.

45 Ibid.
44 https://asiapacificcurriculum.ca/learning-module/opium-wars-china
43 https://www.arcgis.com/apps/Cascade/index.html?appid=d47b1239e6194ebdb3cb24dec2dd77c3
42 Ibid.
41 Ibid.
40 Ibid.
39 Ibid.
38 Ibid.
37 Ibid.
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The paramount goal of the convention was met, but underlying problems diminished the outcomes. The
commission barely touched upon the significance of developing nations, and there was hardly any input
from medical experts. On top of that, the U.S. and Britain monopolized conversation and slandered46

China for their opium problems.

With pushing and prodding from civil society, the U.S. once again, lobbied for another conference to
advance their own interests. Confronting the dilemma in the East head-on would allow the U.S. to reach
its domestic control objectives and hinder Britain’s colonial ambitions with the drug trade. The 191247

Hague International Opium Convention focused on ironclad oversight of opium production and
distribution , as World War I led to dismal levels of drug use in several countries. It was later reinforced48

under the Treaty of Versailles, where all signatories were obligated to adhere to the provisions of the
Hague Convention outcome document. The League of Nations, upon assembling in 1919, enacted a49

centralized body authorized to implement drug control called the Opium Advisory Committee (OAC).
The OAC laid the groundwork for practical efforts taken under the two conventions. After the end of
World War II, when the UN replaced the League, began a new chapter with the three major UN drug
conventions.

The UN eventually chose the conventional path of quelling drug circulation through prohibition,
deterrence through further crackdowns, and a social preference for abstinence, all of which had already
been proven ineffective. This was despite the Hague and Shanghai drug conventions revealing the
necessity of collaboration and multilateralism. Throughout the post-World War and Cold War periods,
these measures had little impact; the illicit drug trade invariably bounced back stronger than before.
Having unyielding prohibitionist outlooks only lead to furtiveness in the illicit drug trade, discouraging
the international community. The recognition of this reality and the obligation of the UN to take action is
ultimately what led to the formation of alternative development.

Past Action

Considering that alternative development has not reached the standards expected from the international
community, error must lie in the cornerstone of global drug policy. The modern drug control approach
shaped by the United Nations derives from three major conventions: the 1961 Single Convention on
Narcotic Drugs, the 1971 Convention on Psychotropic Substances, and the 1988 Convention against Illicit
Traffic in Narcotic Drugs and Psychotropic Substances. The UN General Assembly Special Sessions on
drugs (UNGASS) have had extensive impact on the matter as well, notably the 1998 and 2016 UNGASS’.
The objective of these treaties is to install internationally applicable control measures, while guaranteeing
that psychoactive substances are only accessible for medical and scientific reasons.50

By the late 1940s, due to the multitude of international drug treaties with differing perspectives, it became

50 https://www.tni.org/en/publication/the-un-drug-control-conventions
49 Ibid.
48 Ibid.
47 Ibid.
46 Ibid.

9



evident that the future of drug control was adrift. The 1961 Single Convention on Narcotic Drugs51

unified previous documents and treaties, thus creating a universal drug control system. Above all, the
Single Convention provided a new drug classification system, a foundation imperative for concurrent
action from the international community. Heroin, morphine, cannabis, coca, opium, and drugs that created
opium-like effects were the main points of discussion.

Although the Convention was ratified by all Member States, the future of drug control remained
indefinite. For instance, crops that had no medical or scientific purpose were forbidden, and two major52

eradication goals were established: opium in 15 years, and coca and cannabis in 25 years. However, it53

was unclear how developing nations were to be supported as they attempted to enforce new legislation.
Moreover, the Convention broadened existing plans of action to include the cultivation of plants used to
manufacture narcotics, which placed a heavy responsibility on producer nations in Asia, Latin America,
and Africa. This burden was unsupported and did not include proposed tactics Member States could act
upon.

Illicit drug trade spiraled out of control in less than a decade; the “Psychedelic Era” transformed drug54

usage in North America and Europe for the worse. The vast diversification of drugs led to an extensive
range of synthetic psychoactive substances which could be produced chemically, such as amphetamines,
barbiturates, benzodiazepines and psychedelic drugs. While the CND took these into consideration,55

these drugs were all produced from the illicit cultivation of cannabis, coca bush and opium poppy.
Elevating the urgency of contemporary solutions, the 1971 Convention on Psychotropic Substances had
two major outcomes: it imposed restrictions on newer substances and addressed the unresolved problems
of the Single Convention.

Development-oriented approaches to drug control were not always recognized as a suitable component of
the UN drug control regime. Only the 1988 UN Convention Against Illicit Traffic in Narcotic Drugs and56

Psychotropic Substances, the third and the last major UN drug convention, referenced alternative
development as an opportune solution to a century-long problem. However, alternative development was
labeled as “rural development,” and was regrettably given a subordinate role in dealing with the illicit
drug trade.57

International drug trafficking experienced rapid expansion in the 1970s and the 1980s, promptly
becoming a multibillion dollar business. The demand for cannabis, cocaine and heroin for non-medical58

or scientific purposes escalated illicit production in cultivator nations in order to supply the market.
Though the 1988 Convention kick-started the integration of alternative development, the circumstances
during those decades led the U.N. as well as individual nations to adopt more repressive measures. These
two decades are noted as the beginning of the war on drugs, especially in countries such as the U.S..59

While the countless ambitions for alternative development were heavily discussed, many were skeptical

59 Ibid.
58 https://www.tni.org/en/publication/the-un-drug-control-conventions#2
57 Ibid.
56 http://eprints.lse.ac.uk/100344/1/12_55_1_PB.pdf
55 https://www.tni.org/en/publication/alternative-development-an-introduction
54 https://www.bbc.com/culture/article/20181016-how-lsd-influenced-western-culture
53 Ibid.
52 https://www.tni.org/en/publication/alternative-development-an-introduction
51 https://sencanada.ca/content/sen/committee/371/ille/library/history-e.htm

10



of  alternative development’s ability to respond to the synthetic crisis, as previous progress made by the
UN was lost when the “war on drugs” was launched. Substantial measures against newer problems, such
as precursor chemicals and criminal extradition, were addressed in this convention as well.

Despite certain advancements, the definition and purpose of alternative development were still
highly-contested and inconsistent throughout the international community. As a result, 1998 UNGASS
sought to secure a more rigid explanation of alternative development––one that is widely accepted by UN
agencies today. The 1998 Political Declaration also sanctified “shared responsibility” and “balanced
approach[es]” as the guiding principles of the UN drug control program, compelling all nations to support
one another. This idea of “shared responsibility,” mentioned an innumerable number of times in CND60

resolutions, reassured and engaged OECD-based donors and non-profit development agencies in the61

potential of alternative development, securing their investments in the decades to come.

Between 1998 and 2016, the Political Declaration and Plan of Action on International Cooperation
towards an Integrated and Balanced Strategy to Counter the World Drug Problem affirming the 1998
Political Declaration (UN CND 2009) broadened alternative development to become more exhaustive by
establishing the term “development-oriented drug control.” By doing so, alternative development62

targeted the socio-economic factors behind illicit drug cultivation and trade.

UNGASS 2016 pushed global drug policy wide open; it extended scope of development to urban drug
trafficking and markets, which were exclusively treated using law enforcement and repressive measures.

The slogan “leave no one behind,” serves as the basis for the UNGASS outcome documents,63

reaffirming the UN’s dedication to respect, preserve, and promote human rights and fundamental
freedoms in the evolution and implementation of drug policies. The 2016 Outcome document is also the64

only report that observes indigenous, cultural and religious rights.

The CND’s role in combating the illicit drug trade is to monitor the status and trends of drug production,
trade, and consumption in order to make policy changes. However, the commission has been continually
criticized for the lack of in-depth discussion and expertise, as well as the absence of civil society
participation. Fixing these oversights may lead to more tangible success.

Current Situation

The UNODC continues to support and partner with alternative development projects in Afghanistan,
Bolivia, Laos, Myanmar and Peru. Joint partnerships with governments such as Germany and several UN
agencies have sparked meaningful dialogue and facilitated many transnational projects between consumer
and producer nations. Yet, many nations have benefited from launching projects independent from the
UN, such as Thailand and the Mae Fah Luang Foundation.

While it seems that most programs focus on halting drug cultivation, many have incorporated addiction
treatment and rehabilitation, measures for gender equality, and environment management.

64 https://www.tni.org/en/article/alternative-development-and-human-rights
63 Ibid.
62 Ibid.
61 Ibid.
60 http://eprints.lse.ac.uk/100344/1/12_55_1_PB.pdf
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Successful Case Studies:

Thailand:

Thailand accomplished illicit drug eradication through a long-term approach and political proximity to the
solution. Alternative development began as a Royal Initiative in 1969, and in 44 years, opium production
was reduced by 99.9 percent. There are four major factors behind Thailand’s success:65

1. Political will for alternative development to prosper overrode law enforcement and repressive
measures ;66

2. The central organizational committee of the project engaged with civil society as well as local
peoples ;67

3. Ethnic minorities were provided with proper citizenship documents and introduced to Thai
society to provide access to legal income;

4. The state provided services such as healthcare and education to remote regions, especially those
by the border.

Alternative livelihoods have given vulnerable communities the ability to manufacture quality products
that are constantly in demand, as well as steady market access. Ethnic minorities who were once
dependent on aid are now completely self-sufficient.68

Failed Case Studies:
Two noteworthy cases of failed alternative development are Colombia and Afghanistan, as both have
suffered from the presence of insurgent groups in the area. An aggressive approach against armed
militants and rebels has overshadowed development, and left many social and economic damages. The69

most prominent groups, FARC in Colombia and the Taliban in Afghanistan, have traded illicit drugs to
fuel conflict and animosity in the area, causing a loss of territorial control.70

Colombia:

Development-oriented growth was brought to Colombia by the US  to further their war on drugs.
However, the approach that the U.S. took was unsolicited, and it did not address the key elements of
alternative development required for concrete and well-rounded improvement. The U.S.’ scheme had
three major shortcomings:

1. The crop substitution strategy did not offer an alternative livelihood, and the one year
compensation would not provide adequate resources for a family to survive ;71

71 Ibid.
70 Ibid.
69 Ibid.
68 Ibid.
67 Ibid.
66 Ibid.
65 https://eurad.net/wp-content/uploads/2021/06/AlternativeDevelopmentReportEURAD2015.pdf
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2. Illicit drug farmers were not given entry to legal markets;
3. American aerial fumigation tactics destroyed more legal crops than drugs, incentivizing illicit

drug farmers to continue growing drug crops and bringing them closer to the FARC and other
drug cartels .72

Additional domestic barriers heightened tension and instability in the nation. The lack of state presence in
the countryside, corruption, and long term struggles with law enforcement have bred deep apprehension
in farmers towards the Colombian government. Due to the illicit drug trade, civil society in Columbia73

remains shattered to this day, and most are unwilling to participate in alternative development projects.

Afghanistan:

Many problems beset the early UN alternative development initiatives in Afghanistan during the 1990s.
For instance, two crucial UNODC projects - the Afghanistan Drug Control and Rural Rehabilitation
program and the Afghanistan Pilot’s Program Poppy Reduction Project - were shut down earlier than
expected due to a lack of funding. However, this is not the case nowadays. Rather, problems previously
deemed inconsequential have burgeoned into the leading causes of failed alternative development now.
The frailty of the government and the law in Afghanistan prevent the creation of basic services in rural
and mountainous areas, as the government cannot establish their presence in the face of well-established
insurgent groups. Little political inclination to improve human rights and scarce funding caused previous74

efforts in the nation to fail. Upon seeing the failure of previous alternative development efforts, those
involved in the illicit drug trade have lost hope as well, returning to the cultivation, consumption and trade
of drugs. As the Taliban rapidly overtook the Afghan government in August 2021, the already scant
prospects of rewarding alternative development programmes in Afghanistan dwindled. It is improbable
that the Taliban will do anything in regards to drug eradication in the nation, even though they claim
otherwise.

Challenges of Alternative Development

State presence: Comprehensive solutions, like alternative development, that focus on improving the
circumstances in a nation often lack national backing due to government unreliability or mistrust from the
public. Political unrest may emerge due to a variety of factors, with corruption, inefficiency of the
judiciary , and the dominance of criminal organizations being prevailing causes. The ramifications of75

domestic turmoil are ten-fold for marginalized or vulnerable peoples. Infrastructure in remote regions is
neglected, as well as social welfare institutions. Consequently, illicit farmers and consumers are unable to
access basic services, and thus feel compelled to turn to criminal organizations that dominate these
ungoverned spaces. Furthermore, in these areas, sufficient funding is often absent due to more pressing76

matters such as humanitarian crises, education and healthcare taking precedence. In such high-risk
circumstances, stakeholders move to protect their own interests, leading to stalled progress and77

77 https://www.gpdpd.org/fileadmin/user_upload/bmz_alternative_development_.pdf
76 Ibid.
75 Ibid.
74 Ibid.
73 Ibid.
72 Ibid.
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advancement. By establishing state presence and government reach, rural communities have the
opportunity to integrate. For instance, gaining access to citizenship would open more doors to the licit
economy.

Fortitude of illicit drug crops: Most illicit drug crops tend to be more robust than other legal
alternatives, and they yield non-perishable and more valuable products. Thus, in the case that alternative78

crops fail to provide the income that farmers received previously, they would be  inclined to return to their
illicit drug crops. Contraband substances are often in higher demand year-round due to the influence of
criminal organizations, compared to more fickle crops that are only available at certain times per year.

Adjusted alternative development programmes still neglect detailed analysis on socio-economic
differences at the household level. Drug farmers who live well below the poverty line that replace their
livelihoods will likely remain stationary in their fiscal position as they still will not meet the taxing
demands of the local economy.

Inadequate specificity and comprehensive ownership: The international community holds mutual
concern over the obscurity of alternative development. In many cases, alternative development projects
have discounted a coherent strategy, widening the scope without recognizing the diverse settings of drug
producing areas, as well as the needs particular to certain regions. By creating a copy-and-paste template
for development, farmers in the project area have struggled to unite with alternative development
committees and organizations.

The Balloon effect: The Balloon effect is a cyclical process that shifts drug production geographically,
typically across borders. When a government cracks down on drug production in one area, they simply
push it elsewhere. Those who rely on illicit drugs simply move with the market, maintaining demand and
supply. This is highly cost-effective as drugs can be grown and harvested on infertile land, as often seen
around shared land borders.

Illicit Drug Trade during COVID-19

Overall drug supply and trafficking proves to be resolute in the face of the pandemic and its side effects,
such as economic hardship and radical shifts in technology. Afghanistan, Latin America, and the Golden79

Triangle in South-east Asia continue to account for 96 percent of all illicit drug production. While opiates,
coca leaves, and synthetic drug manufacturing usually occurs in remote regions, the pandemic has mainly
affected areas with high-population density, such as metropolitan cities and country capitals. Under these
circumstances, rural drug farmers are barely disrupted in their activities. Furthermore, most illicit drug
agriculture is family-dependent, eliminating the need for foreign workers as often seen in developed
countries. It is also easier for criminal organizations to manipulate rural communities into recruitment in a
time of hardship.80

During initial nationwide lockdowns, drug trafficking slowed significantly.  After restrictions relaxed,

80 Ibid.
79 https://www.unodc.org/res/wdr2021/field/WDR21_Booklet_1.pdf
78 https://www.tni.org/en/publication/alternative-development-and-drug-control
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trafficking resumed at previous or higher levels. Maritime routes were the least affected, while border
restrictions deprived air and land trade. However, large quantities of illicit drugs are typically hidden
among legal cargo, thus going undetected by the authorities. Container trade has benefited from the
weakening of law enforcement in some parts of the world, especially those severely affected by the
pandemic.

Around 275 million people worldwide used illicit drugs for recreational purposes due to the
unprecedented social upheaval caused by the COVID-19 pandemic, which is a 22 percent rise from
consumption rates in 2010. This crisis has also pushed more than 100 million people into extreme81

poverty. It should be stressed that underlying mental health concerns, social pressure, or socio-economic82

stressors can fuel participation in drugs. Drug consumption is expected to increase by 43% for low
income countries by 2030, due to high levels of illicit drug production and trade. As healthcare systems83

focus on treating patients of the pandemic, drug abuse treatment and rehabilitation centres have suffered.
Shortages in these services were felt the most in developing nations with inadequate health services.

Opioids and its analogues present the greatest risk of harm, especially the non-medical use of
pharmaceutical opioids. The overuse of opioids accounts for 70 percent of all drug-related deaths. The84

low availability of opioid interventions and treatments, such as naloxone for opioid overdose management
or opioid agonist treatments, are exacerbating the situation in poorer nations.85

Possible Solutions

The elimination of illicit drugs should not be a prerequisite for development-oriented assistance;
alternative development assumes the eventual eradication of drugs through the improvement of lives and
impact at the household level. Chances at sustainability must take precedence over incarceration and86

crackdown. Ultimately, by targeting cultivators and consumers, supply and demand are diminished,
bringing the end of the illicit drug trade.

Strengthening cooperation at the international, national, and regional levels

Cooperation is an extensive, yet vague solution and may consist of differing perspectives and elements for
each Member State. A nation’s fortitude lies in its ability to cooperate with its neighbouring countries, but
its regional and rural programs are often extremely weak. Delegates are encouraged to look back at the
issues highlighted during debate, and to take this into consideration when outlining what cooperation
should look like.

International

86 https://www.unodc.org/pdf/Alternative_Development_Evaluation_Dec-05.pdf
85 Ibid.
84 https://www.unodc.org/res/wdr2021/field/WDR21_Booklet_1.pdf
83 https://www.unodc.org/unodc/en/data-and-analysis/wdr2021.html
82 Ibid.
81 https://news.un.org/en/story/2021/06/1094672
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The CND, collaborating with other bodies of the UN, can continue to prompt development-oriented drug
strategies, research, and data collection in order to monitor the situation, and revise policies to suit all
actors. A global partnership between development entities and national organizations can be initiated in
order to maximize the impacts of their actions. As well, international bodies can work with governments
to target, track, and take down high-value targets. It is recommended that all blocs establish current
weaknesses in their alternative development plans and create a new strategy going forwards based on this.

National

“Political framework is the determinant factor in the success and failure of alternative development”
-Alexander Seger, Council of Europe87

Alternative development is clearly a long-term promise to improve the collective well-being of a nation.
Before a government can commit to alternative development, there must be political stability. The cycle
of impunity must be broken; corruption in the government, judiciary and law enforcement should not be
tolerated. Considering that corruption erodes the public’s trust and undermines the social contract,88

democratic institution building should be reinforced wherever possible. To do so, member states must
reform public administration and finance institutions, as well as enforce transparency and relentless
oversight.

Upon achieving cohesion at the highest levels, governments should take more direct action to bolster
alternative development. For instance, certain governments may choose to strengthen border security and
surveillance at locations known as major smuggling routes, while others may pursue counter-narcotic
campaigns to raise awareness of the illicit drug trade. Regardless of how nations choose to handle the
challenges of alternative development, all should establish connections with remote regions where the
illicit drug trade thrives.

Regional

Growth and recovery at the regional level should focus on empowering vulnerable communities through
strengthening and building social welfare programs. Healthcare, education, and public aid will allow
marginalized groups to wean themselves off their dependence on criminal organizations. It is imperative
that social security is accessible to all, regardless of race, ethnic background, gender, or creed. Law
enforcement, even in the outermost corners of a nation, should be retrained to interdict illicit drugs and
chemical precursors if needed. Additionally, alternative livelihoods should be coupled with environmental
protection and preservation. The significance of natural resources and its capacity as a means for
subsistence should shape drug policy to support rural communities in building a long-lasting future for
themselves.

Global civil society

88 https://www.worldbank.org/en/topic/governance/brief/anti-corruption
87 https://www.unodc.org/pdf/Alternative%20Development/RoleAD_DrugControl_Development.pdf
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CND is often criticized for its political motives. To rebuild community cohesion and to demonstrate the
UN’s pledge of drug eradication, it is necessary to coordinate with civil society groups, from
multinational NGOs to grassroots initiatives. Civil society provides necessary exposure, as well as a
clearer understanding of the problems in a specific region. Oftentimes these groups launch awareness
campaigns, educating civilians on corruption, human rights abuses, and environmental degradation when
the government is unable or unwilling to do so.  The private sector plays a valuable role in increasing
economic opportunities as well. Partnerships with the private sector opens avenues for the sale of
alternative agricultural products in larger, legal markets. It is most likely that blocs who have the means to
support such projects or blocs who need these projects in order to move forwards will support this
solution.

Collaboration with the World Bank

Thus far, the World Bank and other international financial institutions have refused to support alternative
development projects due to failed cases and stalled progress. Development efforts often seem
economically unfeasible at first glance. However, with the success of projects in South-east Asia and
South America, the potential and momentum of alternative development can no longer be ignored. The
World Bank is unique insofar as their capacity for investment and technical assistance for infrastructure,
whereas other NGOs may not hold expertise in this area. Furthemore, the World Bank already initiates89

and funds extensive infrastructure in agrarian regions, so ensuring that these projects reach areas affected
by illicit drug cultivation would not be an unreasonable request. It is possible for all member states to90

cooperate and negotiate funding solutions with the World Bank.

Bloc Positions

Western Bloc

Compared to the rest of the world, western nations have extremely low cultivation and transit rates. That
said, the consumption rate, and the nature of drugs, is becoming an increasingly alarming issue that many
states struggle to tackle. The opioid crisis, especially in North America, is evolving rapidly. While the
number of deaths traced to the non-medical use of pharmaceutical opioids has depreciated, the number of
overdose deaths related to the usage of unlawful synthetic opioids, namely fentanyl and its counterparts,
has skyrocketed. Deaths related to the usage of illicit drugs have doubled, surpassing the growth rate of
users, signalling that the severity and consequences of synthetic drug usage have become more calamitous
than ever before. Despite the licit economy and the wide variety of legal sectors, the situation continues to
escalate. The implementation of alternative development is not a concern for this bloc seeing that their
main focus is countering consumption rates. Heavily-pursued solutions include harm reduction
approaches and decriminalization. However, due to the influence and wealth of this bloc, as well as their91

91 https://drugpolicy.org/issues/international-drug-war
90 Ibid.
89 https://eurad.net/wp-content/uploads/2021/06/AlternativeDevelopmentReportEURAD2015.pdf
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dedication to enforcing human rights and strengthening democracy, states should focus on the divisions of
alternative development that work towards improving the quality of life for all individuals, especially
those who are disadvantaged.

Latin American/Andean Bloc

Latin America is a critical geographic zone for the growth of the illicit drug trade. Among the Andean92

states are the world’s main drug producers, and Central America has become the principal passageway for
transporting drugs to western nations. The majority of Latin American nations are overridden by crime93

syndicates that have toppled the democratic systems of the area. Though these radical organizations
mainly supply western nations or circulate illicit drugs throughout Latin America, they continue to expand
their reach and their control, especially over vulnerable populations. Most notably, the Sinaloa and the
Jalisco New Generation Cartel exploit rural populations to produce fentanyl-laced heroin. In the past94

decade, this illicit substance has been exported to Dominican-organized crime groups or gangs in the US
who then profit by selling to common citizens. Consequently, this bloc has endured damages from95

foreign eradication efforts, mainly from the US. Harms include environmental destruction from
unjustified aerial spraying of coca crops and the funding of guerrilla insurgent groups such as FARC in
Columbia and the Shining Path in Peru. Member states should continue to fight corruption, violence and96

the emergence of drug cartels in order to enforce drug control legislation. That being said, states are
encouraged to seek less punitive measures. Enforcing community awareness and alternative development
would lessen the economic and human costs of the current war on drugs.97

African Bloc

Most states in this bloc act as ports of transit, facilitating exchanges between the Middle East, Asia and
Europe. However, the recent rise in radical rebel groups is exacerbating rates of import and export in the
region, which will cause an abrupt 40 percent increase in the number of consumers by 2030, according to
the 2021 World Drug Report. Despite increased cooperation from African governments in the past98

decade, laws are minimally enforced due to regional instability. Legislation struggles to reach remote
regions without NGOs and other international bodies facilitating development at the lowest levels. Policy
enforcement as well as collaboration at national and regional levels is essential for this bloc. Alternative
development strategies such as employment training and infrastructure development must be heavily
supported for any actual progress to occur. Reform of policing systems and combating corruption may99

be extremely beneficial as well.

99https://au.int/sites/default/files/newsevents/reports/36768-rp-aupa_on_drug_control_2019-2023_final_wi
th_foreword_-_english_.pdf

98 Ibid.
97 Ibid.
96 https://drugpolicy.org/issues/international-drug-war
95 Ibid.
94 https://www.unodc.org/res/wdr2021/field/WDR21_Booklet_1.pdf
93 Ibid.
92 Ibid.
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Asian Bloc

Many nations in this bloc have a convoluted role in illicit drug trade, as the bulk of this bloc produces,
trades, and consumes. Nevertheless, sustainable development has been successful in this region, primarily
in halting the cultivation of opium poppy. In remote areas, outcomes have been particularly successful.
Agrarian communities have been lifted out of poverty and have gained access to further educational
opportunities, thus fulfilling many of the 2030 targets of the UN’s SDGs. Notable cases include the Laos
People’s Democratic Republic and Myanmar. However, several nations in this bloc wish to balance100

alternative development with repressive measures as well. For instance, alternative development may not
be a viable option to counter the immediate concerns in the Golden Triangle of South-East Asia, where
many drug syndicates produce illicit yet affordable synthetic drugs for recreational purposes.
Furthermore, a paradoxical situation has arisen within the region. Opium production has dropped and the
number of major drug seizures increases every year. Yet drug prices continue to decline, and the drug
supply remains steady. Drug cartels in the area shrewdly utilize chemical engineering to produce their
own chemicals, known as “pre-precursor materials”, which they then manufacture synthetic opioids from.

These pre-precursor chemicals are trafficked as well. States in this bloc, considering their opposition to101

drugs, should prioritize the aspects of illicit drug trade that are most likely to spiral into crisis.
Strengthening alternative development would prove beneficial in many cases, but may not be sufficient to
resolve the most urgent problems in this region.

Middle Eastern Bloc

The lucrativeness of illicit opium production is hampering efforts to establish lasting, non-corrupt
governments in the Middle East. Several attempts to curb production have floundered due to the
prominence of radical organizations, such as the Taliban, Al Qaeda , Islamic State of Iraq and the102 103

Levant (ISIL), and Jaish-e-Mohammed. Flourishing extremist groups such as these supply farmers of104 105

illicit crops with constant demand and market access, which their national governments often cannot
provide. Contrarily, those in destitution who cannot own their own land are forced into an itinerant106

lifestyle, moving from farm to farm as they grow whatever crops are asked of them. In most cases,
landowners choose to grow opium poppies over crops like wheat and barley. Despite the illegality, it is,107

again, the most attractive and lucrative option. Though many NGOs and international organizations have
supported alternative development initiatives in the area, there is more interest and involvement in the
dire condition of human rights and inadequate supplies of basic necessities for the growing population.
Similar to the Latin American bloc, while punitive measures should remain in place, methods that are

107 https://www.thenewhumanitarian.org/fr/node/193859
106 https://drugpolicy.org/issues/international-drug-war
105 https://www.pbs.org/wgbh/pages/frontline/shows/target/etc/modern.html
104 Ibid.
103 https://www.dni.gov/nctc/groups.html#middleeast
102 https://drugpolicy.org/issues/international-drug-war
101 https://edition.cnn.com/2021/05/03/asia/golden-triangle-precursors-intl-hnk-dst/index.html
100 https://www.unodc.org/unodc/en/alternative-development/work-in-the-field.html
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unconventional to the area should be explored as well. Isolated and neglected communities are an
important factor to consider, as well as the lack of proper documentation and viable substitute crops.108
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Drug Trafficking on the Dark Web

Questions to Consider

1. What policies have been implemented in your country to combat technological advances in
drug-related crime?

2. Is the war on drugs an effective solution for drug trafficking organizations? What can nations do
to undermine the influence of organized crime without producing undesirable consequences?

3. Considering the international nature of the dark web, what concerns lie in the current approaches
of surveillance?

4. Is it possible for governments to monitor the dark web without increasing censorship and
unwarranted interference?

Overview
Technology has completely revolutionized human civilization; we have prospered from a high-tech world
that moves at breakneck speeds with little effort from the average consumer. Unfortunately, cutting-edge
innovation has also transformed the landscape of the illicit drug trade industry, –criminal organizations
and drug cartels are the unforeseen beneficiaries of technology and automation. Though all aspects of
technology have been used to weaponize the drug industry, this year’s iteration of the CND will focus on
the most current concern: the sale of illicit drugs facilitated by the Dark Web.

It was first thought that drug traffickers would solely utilize cash in transactions, as it is virtually
untraceable. Sadly, that is not the case. With the rise of the internet and online marketplaces, drug
traffickers have resorted to Dark Web markets on the internet to facilitate illegal sales.

What is simplified as the “internet” can be split into three distinct categories; the Clear Web, Deep Web
and the Dark Web. The average internet user, through search engines such as Google, Yahoo, and Bing,
barely scratches the surface of the Clear Web. However, the Clear Web only accounts for 1 to 4 percent of
the World Wide Web, while the Deep Web covers 98 to 99 percent. Cataloguing sites and resources that109

109 https://techjury.net/blog/how-much-of-the-internet-is-the-dark-web/#gref
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are inaccessible through common search engines, the Deep Web is an estimated four to five thousand
times larger than the Clear Web, and accounts for 90 percent of total Internet traffic.110

The Dark Web is a distinct, hard-to-access portion of the Deep Web, and cannot be accessed through
Clear Web applications, such as social media websites. Customers typically access the Dark Web through
the onion router (TOR) to mask their identities. When the Tor browser is accessed, individual internet111

traffic is bounced to and from servers around the world, encrypting data numerous times to maintain

confidentiality. There is much promise behind the original intent of Tor, which was to lend a helping112

hand to freedom activists, journalists, political dissidents and whistleblowers. It also aids individuals who
prefer the advantages of secure browsing, especially those who fear the exploitation of their personal
information. Regardless of intent, many rightfully associate Tor with the more sinister aspects of private113

browsing, namely the Dark Web, as it has enabled users access to illicit goods.114

115

115 https://www.unodc.org/documents/Focus/WDR20_Booklet_4_Darknet_web.pdf
114 Ibid.
113 Ibid.
112 https://surfshark.com/blog/is-tor-safe
111 https://www.unodc.org/documents/Focus/WDR20_Booklet_4_Darknet_web.pdf
110 https://www.tandfonline.com/doi/full/10.1080/23738871.2017.1298643
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Fifty-nine percent of marketplace listings on the Dark Web were for prohibited drugs and drug-related
chemicals, such as precursors drugs. Sales are dominated by cannabis, which accounts for thirty-seven116

percent of market sales. Following closely are stimulants(such as cocaine) ecstasy and heroin.

The Dark Web itself possesses quite a few comparative advantages for those who participate in the illegal
drug trade. It discreetly connects customers to merchants while maintaining anonymity and privacy as it
does not require physical contact, which attracts reluctant customers and cuts out intermediaries.117

Similarly, Dark Web trafficking overcomes the challenge of establishing presence over other competing
businesses, as it supersedes the need for a local market required in in-person drug dealing. Deceit has118

consequences as well. Merchants who sell spurious substances are driven out of business due to the
competitive nature of the market and reviews written by previous customers. This has led many to believe
that Dark Web products are more authentic than ersatz substances sold at open-air markets. Furthermore,
due to the payment scheme, sellers are unable to collect payment until merchandise is delivered, similar to
purchases on Amazon or eBay. The largest downside to this system is that customers must obtain119

cryptocurrencies, such as Bitcoin, beforehand, which typically experience price augmentation with time,
as can be seen in the past decade. Due to the usage of cryptocurrency, Dark Web drug markets are also
referred to as “cryptomarkets.”

Timeline

119https://filtermag.org/dark-web-drugs/
118Ibid.
117 https://www.unodc.org/documents/Focus/WDR20_Booklet_4_Darknet_web.pdf
116 https://techjury.net/blog/how-much-of-the-internet-is-the-dark-web/#gref
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October 29, 1969: The first workable prototype of the Internet, the Advanced Research Projects Agency
Network, or ARPANET, is used by university students for an illegal drug transaction.

December 20, 1988: The 1988 Convention against Illicit Traffic in Narcotic Drugs and Psychotropic
Substances is the first official resolution written by the United Nations that deliberates the destruction of
drug trafficking on the international community. Pino Arlacchi, previous head of the UN International
Drug Control Program (UNDCP) presented a 5 billion dollar strategy to curb the illicit drug trade, which
was adopted and financed by all attendees. However, this plan was ultimately unsuccessful due to
unforeseen changes in the industry, as well as poor leadership.

1995: In the U.S. Naval Research Laboratory, computer scientists Michael G. Reed and David Goldshlag,
along with mathematician Paul Syverson, conceive the theory of “onion routing” after noticing a lack of
security on the internet and its capacity for surveillance.120

March 2000: Freenet, an open-source data sharing network is released. It is considered the first software
that attracted illegal activity, as it stimulated demand for anonymous online access.121

December 2000: UN Member States adopt the United Nations Convention Against Transnational
Organized Crime, or the “Palermo Convention.” The Convention promotes international cooperation in
order to substantially reduce prohibited and harmful transborder trafficking schemes. 122

September 20, 2002: The Onion Router (Tor) is created by computer scientists Roger Dingledine and
Nick Mathewson, who received funding from the US Naval Research Laboratory. 123

2006: As Tor expands exponentially, the TOR project, a non-profit organization, is launched to oversee
the network. The project advocates for unlimited access to an uncensored web.124

January 1, 2007: The Budapest Convention on Cybercrime, led by the Council of Europe, is considered
one of the most relevant pieces of global framework for combating drug trade on the Dark Web, and
serves as a vital framework for countries who wish to amend their own legislation regarding cybercrime.
125
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January 3, 2009: An individual going by the nom de guerre “Satoshi Nakomoto” launches Bitcoin, a
form of untraceable cryptocurrency. It becomes highly successful due to its anti-copying measures, and is
often used in criminal activity such as illicit drug transactions.126

February 2011: The Dark Web marketplace “Silk Road” is launched by Ross William Ulbricht, who goes
by the alias “Dread Pirate Roberts.” Carnegie-Mellon university researchers estimate that Silk Road127

generated U.S. twenty-two million dollars of profit.128

October 2013: The U.S. Federal Bureau of Investigation (FBI) arrests Ulbricht for owning and operating
Silk Road. He serves a double life sentence without the possibility of parole.129

July 20, 2017: In a collaborative operation, the Dutch Police, Europol, and the FBI gain control of Dark
Web markets Hansa and Alphabay, and successfully hunt them down in the following weeks.130

Historical Analysis
The Dark Web, from its honest beginnings, held the potential to do both good and bad. Unfortunately,
many chose to capitalize on this potential right from its inception. The idea of an anonymous
communications network stretches back to the late 1960’s, with the formation of the Advanced Research
Projects Agency Network, or ARPANET. The Dark Web’s progenitor, ARPANET, was an131132

experimental computer network used by the U.S. Defense Department during the Cold War. Though133

ARPANET was eventually privatized by the U.S. government, researchers attempted bold experiments -
the first was performed by students at Stanford University’s Artificial Intelligence Laboratory, who
peddled marijuana to their peers at MIT. Within a few years, numerous isolated, clandestine networks134

surfaced alongside the original, each used for sinister purposes.

As the Internet rose in popularity during the latter half of the 1990s, its widespread use caused a common
desire for private Internet usage away from the government’s newfound and increasingly vigilant
surveillance. In the following decade, many open-source softwares were launched, such as Freenet and
Tor. These decentralized networks allowed unrestricted freedom of speech and refuge from the
government’s watchful eyes.
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Tor answered the growing demands of private internet access and accessibility to unfiltered content.135

Though the development of Tor began a few decades ago, the Dark Web emerged on Tor in 2002.
Before that, it was primarily used for licit purposes. As Tor gained popularity, users urged Tor
administrators to address censorship in oppressive regimes. As a result, Tor was adapted in order to get
around government firewalls, and it was made easily accessible for all internet users.

The temptation of profit quickly manifested in the Dark Web, and illegal activity surpassed licit ones.
After the release of Bitcoin in 2009, its use in illicit transactions quickly became a standard for Dark Web
activities. Bitcoin differed from previous cryptocurrency as it was impossible to copy and
“double-spend.” The design of Bitcoin prevented it from being reproduced.

It is clear that Tor’s potential for risk has already been exploited in more ways than one. Acting as a
double-edged sword, many consider Tor, alongside other anonymity networks to be the Dark Web’s
chronic dilemma. One on hand, Tor has fulfilled its original purpose. It has successfully aided and136

protected journalists, human-rights advocates, lawyers, researchers, marginalized groups, political
dissidents, those who are privacy-conscious, and many more that have required its services. For137

instance, during the Arab Spring, Tor was utilized to facilitate protests during the Middle East, as
individuals were able to help others in escaping oppressive regimes. Tor is also frequently used in138

Bangladesh by social-media activists, as secular leaders and bloggers are frequently killed by law
enforcement and the military for pursuing beliefs that are perceived as anti-governmental and mutinous.
The case of Edward Snowden is perhaps the most notable; a former employee of the U.S. Central
Intelligence Agency leaked government information pertaining to global surveillance programs that
infringed on individual  privacy freedoms.

On the other hand, Tor has fuelled and prompted individuals to use its network for malicious purposes,
from child pornography, traffikcing, and illlicit marketplaces. More recently, Tor harbours Neo-Nazis,139

increasing bigotry, political divide, and physical violence, and gives terrorists free reign to recruit,140

radicalize, and conspire. Unfortunately, the Tor Project itself is only able to condemn these actions, as the
design of the network prevents it from denying service to hostile individuals. Open source tools such as141

Tor cannot shelter its harmless users if it controls the tool itself. This poses an impossible situation;
maximal-impact solutions for illicit activities would ultimately harm those who are innocent. This142
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impasse has led law enforcement to play an eternal, hapless game of whack-a-mole in the most lawless
place in the world.143

Though much progress has been made in combating Dark Web vendors, there is little proof to show the
long term benefits of drug crackdowns. Once a marketplace falls to its demise, a power vacuum emerges
and competing businesses fill the void. For instance, the fall of the Silk Road in 2013 caused the revenue
from illicit drug sales to triple in less than three years. Similarly, a few months after Operation144

Onymous, drug prices and the number of dealers returned to pre-crackdown levels, as Dark Web users
flocked to alternate markets. In fact, these takedowns provide a path for new marketplaces to grow even145

larger than their predecessors, causing further volatility in the illicit drug trade online. Currently, the only
advantage to law enforcement is the provision of new insight and information into the Dark Web
economy, but this is heavily downplayed by stalled progress and the lack of durable results.146

Past Action

Global Programme on Cybercrime
The UNODC Global Programme on Cybercrime provides targeted technical assistance for prevention,
increased awareness, capacity building, international collaboration, data collection and research on
cybercrime around the world, especially in poorer countries with legislation that is neglected or not
sufficiently enforced. The Programme has a strong framework consisting of a human-rights focus, as147

well as suggestions for long-term government responses and national coordination. Furthemore, it calls
for heightened transparency and increased public knowledge of the risks and consequences of cybercrime.
Effective frameworks for nations, as well as joint collaboration with UN agencies, such as the CND,
INTERPOL, and the CCPCJ is expected to decrease illicit activities such as the illicit drug trade on the
Dark Web.

However, there are differing opinions on whether or not the UN should regulate cybercrime at all, as most
successful efforts so far have been conducted by regional authorities. The policy agenda on the Dark148

Web is extremely fractious as well. Many propose to use the Budapest Convention as basis for
law-enforcement collaboration, as it is a binding treaty that addresses cross-border cybercrime, and is
endorsed by numerous Member States outside the Council of Europe, such as the US, Canada, Japan,
Senegal, Sri Lanka, the Philippines, Turkey and Morocco. The Convention currently has the furthest149

global reach as well, and is considered the contraposition to a UN treaty. Another possible mechanism150

is the UN Convention against Transnational Organized Crime (UNTOC), to accompany bilateral and

150 Ibid.
149 Ibid.
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regional action If the UN were to be involved, the majority of Member States would only ratify a151

completely new and universal cybercrime treaty. This treaty, if created, would address many current152

issues surrounding the Dark Web, such as the global risks of authoritarianism and digital political and
social segregation, and should involve open consultation with civil society.

Dark Web Crackdowns
Resembling the aftermath of traditional drug operations, shutting down illicit drug marketplaces tends to
create overall displacement in the Dark Web economy, and new sites race to fill in the gaps left by
discontinued markets. However, there are benefits to these crackdowns as well. For instance, access to153

defunct marketplaces provides law enforcement agencies with the information necessary to identify major
players in Dark Web crime. Furthermore, displacement creates a “transition period” – adjustments made154

by other markets supply agencies with a myriad of information. As marketplaces become wary and take155

measures to ensure their survival, law enforcement is presented with the opportunity to monitor increased
activity and discussion forums and track trends in the Dark Web economy Under these circumstances,156

illicit marketplaces inadvertently allow for law enforcement to expand their scope of understanding, and
thus their plan of attack.

Silk Road
In February of 2011, Ross William Ulbricht, more commonly known by his pseudonym “Dread Pirate
Roberts,” founded the now-defunct online bazaar called “Silk Road.” Ulbricht dreamt of a platform157

where people could easily purchase and sell contraband products without governmental interference,
which was unavailable at the time. The Silk Road was a Tor-hidden service, and all transactions were
handled using Bitcoin, rendering it impossible to track without extraordinary methods of surveillance. By
June, Silk Road caught the attention of Dark Web users, law enforcement, politicians and civil society. By
the time Ulbricht was apprehended by the FBI in 2013, Silk Road had generated over 1.2 billion dollars of
profit. The notorious administrator was charged with money laundering, computer hacking, and158

conspiracy to traffic narcotics, and he now serves a double-life sentence in jail, with no possibility of
parole. However, the fall of the Silk Road made little difference in the illicit drug trade; new marketplaces
as well as copycats quickly emerged.159

Operation Onymous
Coordinated by Europol’s EC3, the FBI, ICE, HIS and Eurojust, law enforcement agencies around the
world collaborated to intercept dark web markets on the Tor network. The unified actions of this160

operation apprehended seventeen marketplace administrators and vendors, shut down over six hundred
onion addresses, and seized Bitcoin worth approximately one billion USD. Furthermore, major markets161

such as Silk Road 2.0, Cloud 9 and Hydra were closed down permanently. Following the cessation of
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these marketplaces, the prices of contraband products on surviving marketplaces, such as Evolution and
Agora, rose quickly; the closure of previous marketplaces only succeeded in giving way to competing
businesses.162

Operation DisrupTor
A portmanteau of the word “disrupt” and Tor, Operation DisrupTor is one of the largest global dark web
crackdowns on the sale of illicit goods, and arose from the aftermath of the 2019 Wall Street Market
arrest. Heightened collaboration between national law enforcement agencies in Austria, Cyprus,163

Germany, the Netherlands, Sweden, Australia, Canada, the United Kingdom, and the United States proved
successful, as the operation resulted in the arrests of 179 illicit drugs vendors, the seizure of $6.5 million
in cash and cryptocurrencies, and the confiscation of 500 kilograms of contraband drugs and medicine
containing psychoactive substances.164

Current Situation
Despite the billions of dollars spent trying to eradicate illicit crops, the countless hours spent on
counter-surveillance and numerous high-profile busts by law enforcement, it is evident that the illicit drug
trade is on the rise. Recent advances in transport, travel, and technology have catalyzed criminal activity
and the efficiency of trafficking networks. Estimated to comprise a network larger than Amazon, FedEx,
and UPS combined, the worldwide drug trafficking system is made up of various technologies, such as
speedboats, tunnels, submarines, and the internet. Though the UN has reaffirmed its unwavering165

commitment to prevent and counter drug-related crime, stalled progress has left the international
community searching for more innovative solutions.

Current Challenges

The Profit Paradox166

Drugs, legal or not, are immensely profitable due to their dualistic effect on society. Current drug wars use
constant seizures to limit the supply of drugs, expecting that raised costs will cause a decline in the
number of merchants. The paradox here is that the raising of prices also inflates profits, providing an
incentive for drug traffickers to remain in the industry, and for more people to enter. As a result, current167

drug wars are an effective support scheme for the illicit drug trade. On top of that, the drugs still cost next
to nothing to produce, as most are plants or are produced from plants.

The Filtering Effect168

Instead of apprehending those who are the most adaptable and the most shrewd, law enforcement
endlessly captures those who have put themselves in a position to be captured, such as individuals who
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have engaged in turf wars or offered too many bribes. By doing so, policing systems unintentionally169

breed the next generation of mafia dons and criminal masterminds.

The filtering effect works hand in hand with the balloon effect, which shifts drug production from one
region to the next. Everytime the war on drugs targets one specific substance, it gives rise to another
alternative. For instance, in the 1980s, the war on cocaine popularized crack, or the “poor person’s
substitute.” In America, the war on crack caused the propagation of methamphetamines. Ultimately,170

every wave of change in the illicit drug trade produces a better substance, one that is easier to
manufacture and harder to intercept.

The Role of Government
Many governments struggle to adapt and solidify legislation regarding the Dark Web that regulates
criminal activity without encroaching on civilian privacy. In particular, it is exceedingly difficult to create
a legal framework for Tor, as there is nothing inherently reprehensible about using it for anonymity and
protection. However, since everyone is granted this privilege, there is no definite way to sort and171

approach criminals from law-abiding users.172

Transnationality is another challenge that many nations face, as there are certain issues that countries do
not agree on. Considering the Dark Web, there is international consensus on the abhorrence of child
pornography, but there are dramatically differing perspectives on political dissidence.

Furthermore, when governments themselves are involved in the illicit drug trade, a certain level of
resistance can be expected during the formation of legislation. The corruption of national agencies can
cause the obstruction of justice, preventing the international community from moving forward towards the
eradication of drug trafficking. For instance, in May of 2019, Filipino President Rodrigo Duterte ousted
and ruthlessly persecuted forty-six government officials on a “narco-list” as accomplices to drug
trafficking.173

Organized Crime on the Dark Web
Over 50,000 extremist groups reside on the Dark Web. The aftermath of the 2015 Paris attacks left the174

terrorist group ISIS increasingly alarmed about their highly-classified information falling into the wrong
hands. Consequently, the radical organization began spreading propaganda on the Dark Web, as well as175

adopting encrypted platforms such as Al-Hayat Media Center and Telegram for communication purposes.
In fact, these sites were so well protected that a three-hundred thousand dollar reward was offered to176

anyone able to break the encryption wall.177
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Other organized crime groups followed ISIS’ lead and moved their communications onto Dark Web
platforms in order to safeguard privileged information from the prying eyes of governments all over the
world. After doing so, they were able to expand their drug businesses across the globe, making the illicit
drug trade a far more lucrative industry. Now, criminal organizations sell on two different platforms, both
in-person and online, presenting an unceasingly onerous task for the international community.

Exit Scams
A well-known confidence trick in business, an exit scam capitalizes on its customers by halting shipments
while continuing to receive payments for new orders. Oftentimes these customers do not realize what has
been done to them until the business has already disappeared. Volatility in online sales can be attributed to
the increasing number of exit scams, where marketplace administrators voluntarily shut down their
business and disappear, either fearing law enforcement or rumours from competing users. A well-known
example of this is the Dream Market, which became the world’s largest Dark Web market in 2017.178

Unfortunately, in cases such as these, customers are unable to report the incident to law enforcement as
they themselves have participated in criminal activities.

Short Shelf Life of Dark Web Markets
Though the dark market ecosystem is tenacious, the past decade has been marked by the volatility of
individual drug markets. The recurrent demise of Dark Web marketplaces erodes the confidence of179

merchants and customers, as successful law enforcement action has generated a widespread wave of
wariness among all. Due to this, many marketplaces are short-lived; the average lifespan of a Dark Web
market is just under eight months. Only a few markets have lasted over a year, such as Valhalla, Dream
Market, AlphaBay and Darknet Heroes League.180

Possible Solutions

Reducing Demand of Drugs
Though this concept is long-established, it is one that the CND must continue to reaffirm. While
suppressive measures are necessary in this case, it is advantageous to address drug-related issues from all
aspects possible. Countering evolving technologies and growing drug cartels is futile unless consumer
demand diminishes as well, thus complementary demand reduction approaches will maximize the overall
impact of legislation and law enforcement. 181

A Joint Operational International Taskforce 182

Collaborative efforts amongst national law enforcement agencies have proven to be the most effective
solution thus far; it would be in the best interest of this committee to endorse operations similar to
Operations DisrupTor, Onymous and Onion Peeler while determining a long-term action plan for the
illicit drug trade on the Dark Web. A global taskforce with partnerships between law enforcement, the
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technology sector, and academia will enhance research and allow for expertise to be shared across
borders.

Controlling the Sale of Precursor Drugs
Precursor drugs have widespread legitimate uses in the manufacture of consumer goods, such as
fragrances, pharmaceuticals, fertilizers, flavouring agents and paints. For instance, precursors for183

methamphetamine, ephedrine and pseudoephedrine, are commonly found in cold medicine and
decongestants. As a result, precursor drugs are easily sold on all platforms on the Internet, whether that184

be on the Clear Web or Dark Web. Precursors also face less obstacles to transport across borders,
especially on maritime routes as inspections are absent, or less attentive at docks. Stopping thriving illicit
drug producers traffickers who can source raw materials from virtually anywhere in the world makes
interdiction and seizure exceedingly difficult for law enforcement.

Solutions to regulate these problems, namely who can distribute and obtain these chemicals, could cause a
reduction in the circulation of synthetic illicit drugs. Delegates should consider the merits and flaws of
licences and permits and ensure that a broad range of actors are addressed, such as importers, exporters,
manufacturers, health professionals and researchers. To promote compliance with possible regulations, a185

corrective action plan including input from various stakeholders and experts from affected industries may
be necessary. 186

Amending Dark Web policies to support law enforcement
Countering technological advances is a more modern crisis for the international community; many penal
codes and constitutions do not account for evolving technology and its potential harms. It is an arduous
task to track down those who have themselves difficult to find, and sufficient groundwork has not yet
been laid for law enforcement when overseeing transnational criminal organizations Deterring the sale187

of prohibited drugs requires tactful operations that target criminals while being mindful of others’ privacy.
Thus, expanding the jurisdiction of investigators would allow for more streamlined and shrewd
investigation. Offering some sort of legal framework for Member States would provide a modernized
starting point for dealing with the illicit drug trade, whether it be for physical or virtual operations.
Delegates should consider different aspects of policy that must be updated or included. Considering the
Dark Web, possible policy changes might discuss the dynamic nature of Dark Web markets, their ability
to adapt and react to changes and threats, the manner in which they continue to evade the law in response
to technological innovation. Topics such as extradition, cross-border breaches, and the national scope of188

jurisdiction when dealing with transnational organized crime relate to the subject of transport technology.
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This committee may choose to implement new protocols dealing with research and awareness as well. For
instance, engaging with the private sector and key industries, such as information technology, social
media, and product distribution may aid in identifying new threats and developing comprehensive action
plans. Research is required to explore the relationship between traditional drug markets and Dark Web189

marketplaces, how criminal organizations exploit individuals into advancing their technology, the
perspectives of consumers, and the relative impacts on health and society. Furthermore, there is a lack190

of information pertaining to non-English language markets. An in-depth understanding of such markets191

will further advise this committee on the priorities of the international community.

Delegates must decide on how to equip the judiciary and law enforcement authorities around the world
with the tools they need to react in a more responsive manner. As many authorities lack professionals192

with an extensive knowledge on cybercrime and drug-related crimes, capacity-building and increased
investment repairs current gaps in the system. Increased Dark Web investigation units and collective
international task forces may result in tangible differences, as they have improved efficiency and efficacy
in the past. Ultimately, this committee should strive to propose a regulatory framework that is coherent,
harmonised, and internationally-agreeable, without compromising the ideals of anonymity and privacy.193

Bloc Positions

Western Bloc (Canada, U.S., Germany, Netherlands)
While many nations in this bloc play a substantial role in intensifying the illicit drug trade on the Dark
Web, very little action would have been taken without the unwavering commitment from their national
agencies. Specifically, U.S. law enforcement agencies and Europol have been fundamental to the progress
of international interventions in the past decade. Western nations choose to protect the privacy of innocent
users to the maximum extent possible, as they have even gone so far as to fund Tor projects in the past.
Thus, solutions promoted by this bloc must represent the ideals of their citizens while reaffirming their
intent to those who manipulate and exploit the privilege of anonymity for personal gain. A relentless
commitment to joint operations is shown as well.

Countries with High Rates of Dark Web Usage ( India, Indonesia, Brazil)
The Dark Web is a modern crisis; many nations have not yet adapted their timeworn constitution to suit
the needs of law enforcement tackling illicit drug traffickers on an online platform. It is crucial for nations
in this bloc to improve security measures to counter the transport and delivery of purchased products, as
well as actively pursuing Dark Web drug dealers through federal investigations. If needed, solutions
focusing on awareness, research, and law enforcement training would be highly recommended as well.
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Countries that Promote Internet Censorship (China, Russia, North Korea, Iran, UAE,
Turkmenistan, Qatar, Thailand, Belarus)
With a steadfast belief in censorship, nations in this bloc block access to services such as Tor, or even go
as far as attempting to de-anonymize the encryption network for political suppression. It is likely that194

there are restrictive and highly-enforced policies regarding internet usage, and that those who speak out
against legislation are seen as a threat to the regime. For instance, in 2008, the Chinese government195

banned the Tor project’s website to inhibit users from accessing the service, as it “infringed upon national
honour and interests.” Similarly, the Russian government fined internet service providers one million196

roubles (15,000 USD) for declining their request for encryption keys, and the Austrian government
incarcerated a man who made his computer a Tor relay. Nations with agendas such as these strongly197

support restrictive and coercive measures to capture illicit drug traffickers, and will support any solution
that does so. However, there is little focus on compromising to meet the ideals of their populations.

Nations with High Rates of Drug Trafficking
Many socio-economic and political flaws in this bloc can be attributed to such high rates of drug
production and exports, such as corruption, wealth disparities, and a lack of basic infrastructure. Nations
in this bloc often suffer from a crippling lack of resources as well, thus hindering any real progress.
Anti-corruption efforts as well as strengthened legislation are possible solutions that this bloc may choose
to highlight.
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