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Vancouver Youth Model United Nations 2019 

  
On behalf of the entire dias, I warmly welcome you all to NATO at 
VYMUN 2019! 
 

NATO is a regional Military organization consisting of 29 member states in Europe             
and North America whose partnerships span the world. It was created with the intention of               
curbing communist influence and forming a unified front against Soviet Satellites. Even after             
the dissolution of the USSR, NATO has been active globally, stepping in to fulfill what               
previously would have been the Russian role or to intervene in situations that do not concern                
its security. We hope to encourage discussion and debate in the present day with the topics                
below. 

 
One area that ‘lags’ behind conventional forms of defence is cybersecurity, even in             

countries of very high technological and human development. Recently, although NATO has            
taken measures to strengthen its defences, the interconnectedness of information, digitalism,           
and the possibility that anyone could compromise a country’s cybersecurity all warrant            
significant attention and caution. 

 
In recent years, many question whether NATO should exist as it does today. A              

common argument is that as its original ‘raison d’etre’ differs so significantly from its              
operations today, the organization has become less efficient while requiring equal if not more              
diplomatic effort and funds to maintain. Another criticism is that NATO supports the notion              
that countries like Russia and North Korea are more exigent threats than they actually are.               
Regardless, the presence of such a multinational organization is undeniably influential. 

 
NATO is meant to be an advanced Specialized Agency, which will feature intellectual             

debates, and challenging situations to navigate. As such, it is recommended that delegates             
have either some experience in MUN or a holistic knowledge of 20th century history. On that                
note, good luck to all delegates who are thinking of attending. 
 

If you have any questions or concerns, please don’t hesitate to contact me at 
nato@vymun.com.  I look forward to seeing everyone in October.  
 
Sincerely, 
Denny Tan 
Director of NATO | VYMUN 2019 
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Committee History 
The North Atlantic Treaty organization is a military alliance with roots from the             

post-war era and is the largest of its kind to ever have been formed. The bloodiest war in                  
human history, World War Two, came to an end on VE Day, but even before the fighting                 
stopped, plans for the future were already drawn up, most Notably in the Atlantic Charter.               
The idealistic principles of international cooperation or fundamental human rights were           
accompanied by the resurgence of equally pragmatic agreements and alliances.  

 
In Europe, leaders of France and the UK were desperate to avoid the splintering of               

international interests that resulted in their predecessors’ infamous diplomatic fiascos          
including the abandonment of the little entente or attempts of appeasement in Munich or Bad               
Godesburg. They extended this “Treaty of Dunkirk” (later renamed the Treaty of Brussels) to              
include the lowland countries for fear that post-war Germany would be left embittered and              
susceptible to another round of national militarism, but with a cautious eye on the imposing               
possessions granted to the Soviet Union at Potsdam. This spirit of cooperation would extend              
towards the Allied occupation areas in Germany: the US, the UK, and France worked              
towards “democratic consolidation” by unifying currency and various governmental         
structures. 

 
Alarmed by what he perceived as a threat, Stalin ordered the blockade of West Berlin               

and the support of the Communist Party of Czechoslovakia to overthrew the democratic             
government. As it became increasingly clear that the Communist threat was not only realistic              
and exigent but also Global, the North Atlantic Treaty Organization (which extended to North              
America and various other European states) superseded the Treaty of Brussels in 1949. It had               
one other glaring difference: an attack on one nation was now considered as an attack on all                 
member nations, as stipulated by Article 5 of the treaty. 

 
In this year’s iteration of the North Atlantic Treaty Organization, delegates will            

explore and tackle two of NATO’s more challenging and persistent issues contemporary to             
our era: Cybersecurity and cyberwarfare, and Re-Evaluating the Purpose of NATO. 
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Topic 1: Cybersecurity And Cyberwarfare 
 
Questions to Consider 

1. What should NATO play in the cyber defensive and cyberwarfare capabilities of its             
member states?  
 

2. How important is it for countries to increase spending dedicated to cyber defence, and              
how might that affect NATO’s current paradigm of protecting interests abroad or            
disagreements about defence spending? 
 

3. Many have criticized NATO for being a Positive Externality when costs are            
shouldered by some and benefits are shared by all, perhaps more so for cybersecurity              
than conventional defences. How would your country address this issue? 
 

4. Though most members have been strengthening cybersecurity, to what extent should 
they incorporate cyber offensive weapons in their military operations? 
 

5. Is it humane to use cyber Weapons to conduct warfare when strikes can be extremely 
detrimental to civilians? 

 
Overview  

The cyber realm is ubiquitous in our everyday lives, inseparable from our            
infrastructure and economy. Information is of paramount importance as a building block for             
any modern society, and now astronomical amounts of it are readily accessible by anyone,              
anywhere. As convenient as this may be, glaring vulnerabilities are evidently present: the             
interconnected nature of information makes any successful cyberattack ruinous for companies           
and individuals. NATO itself is the target of thousands of attempted cyberattacks every year. 
 

Not only is NATO the largest military organization comprising of some of the most              
digitized and technologically advanced countries, but has also committed itself to           
cybersecurity in the aftermath of the Estonia Attacks. The result of pooling the resources and               
brain power of 29 countries is far greater than any could hope to accomplish by itself. This is                  
why NATO views cybersecurity as a top priority.  

 
As of now, NATO focuses on cybersecurity, while cyberwarfare becomes          

increasingly viable as technology progresses. For example, Russia’s invasion of Georgia           
combined cyberattacks of government and news sites with a conventional military           
manoeuvres to devastating effect. Earlier this year, NATO Secretary General Jens           
Stoltenburg warned that a state-sponsored cyberattack on any member, if sufficiently           
destructive, could invoke the founding principle of collective security. Therefore, the           
implications for NATO in the event of a cyberwar must also be taken into consideration.  
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Timeline 
1945:  The first “smart” weapons are  developed by Britain, Germany, and the US, while 
analogue computers are used in the occasional anti-aircraft gun.  
 
2004: Persistent cyber attacks are traced from the Guangdong province in China targeting the 
Arms Industry, government agencies and associations like NASA or the FBI.   1

 
2007: Ethnic Russians in Estonia and Russian media outlets erupt in protest while 
cyberattacks render banking services, media and government sites, and in some cases email, 
useless.  
 
2008: Denial of Service attacks accompanied the Russian invasion, taking down major            
servers, hijacking individual bandwidths, and broadcasting pro-Russian propaganda.  2

 
2010: The Stuxnet worm is a sophisticated piece of cyberweaponry thought to have been 
developed by an Israeli-American effort and deployed to sabotage Iranian enrichment of 
weapons-grade uranium.  
 
2011: China targeted the American aeronautics industry during the vast and persistent Cyber 
attacks  of 2011.  3

 
2012: Although it was discovered in 2012 in multiple Eastern European Countries, the 
attacks codenamed ‘Red October’ is considered to have been collecting sensitive diplomatic 
information and scientific research since 2007. 
 
2016: Cyber warfare was first recognized as a dimension of warfare during the NATO 
summit of 2016. 
 
2017: The Wannacry Cyberattacks, a series of devastating strikes from North Korea, infected 
more than 200,000 computers all over the world.  

 
 

1 These attacks were under the investigation of “Byzantine Hades”. 
2 In which one source seeks the disruption of a user’s connection to the internet by flooding its bandwidth. 
3 These attacks were under the investigation of “Titan Rain”. 
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Screenshot of a Wannacry ransomware note left by hackers demanding payment for 

decryption. 
 
Historical Analysis 

Since the end of the Second World War, cyber warfare has been developing to              
become the threat that it is today. With the development of “smart” weapons in the Cold War                 
era, many precision-guided munitions made their debut in the Vietnam War, mostly to reduce              
the risk of human casualties. Ever since then, with the exponential increase in computing              
power, it is only expected that computers would be used to wage wars instead of their                
inaccurate human counterparts. Now, humanity has advanced to a technology-reliant level in            
which attacks mounted by computers could be just as devastating. There is no doubt that               
Cyber defence is an important pillar in our digitized world. 

 
Cyber defence is often used as a blanket term. It is used of state sponsored               

cyberattacks, cybercrime, or cyber-espionage perpetrated by hostile nations as well as           
non-state organizations and individuals. The 2016 NATO summit held in Warsaw formally            
affirmed that a cyberattack could trigger Article 5, just like any conventional attack on a               
member nation.  
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In 2004, cyber attacks by China targeting various American agencies were           
discovered. Though the attack was not able to steal classified information, it nonetheless             
revealed glaring weakness in the United States’ cybersecurity. While the Chinese government            
has denied all responsibility, experts have commented that the discipline and organization of             
the attacks could only come from the People’s Liberation Army. The same could be said of                
the cyber attacks unearthed in 2011 which differ only in their scale, boldness, and              
sophistication.  
 

In 2007, Estonia suffered cyber attacks amidst civil unrest caused by the relocation of              
a statue commemorating the Soviet liberation of the country from Nazi Germany. This             
resulted in unprecedented numbers of automated bots swamping Estonian networks, bringing           
down servers through sheer numbers. Estonia has since redoubled its focus on cyber defence.              
The NATO Cyber Defence Center of Excellence was established in Tallinn, in addition to a               
Tallinn manual on the international law applicable to cyber warfare. It is unclear, however,              
the extent to which the Russian government has been involved in this attack. 
 

Both the Russian Cyberattack of Georgia and the Stuxnet worm were the culmination             
of months (if not years) of extensive preparation designed for very specialized roles that              
could only be filled by operations in the 5th dimension. The Russian attack was to render the                 
enemy helpless; without means to coordinate or even to communicate. Although the General             
Staff of Russia, federal secret service, or even cybercrime organizations like the ‘Russian             
Business Network’ were complicit in organization, the attack could not have taken place             
without the ordinary people who decided to participate: there were sites that allowed anyone              
to download the software needed to flood Georgian servers. The similarities are apparent with              
the Stuxnet attacks characterized by the marksman-like precision of the attacks, and the             
sophistication of the code. However, a vulnerabilities of state-sponsored attacks is that it is              
still relatively straightforward to track an attack to its aggressor. For example, Iran has since               
then accused Israel and is suspected in multiple retaliatory strikes towards major American             
banks. 
 

It may seem that states, with their amount of data, resources and personnel seem              
uniquely culpable to launch sophisticated attacks. However, their non-state counterparts          
could be just as formidable, a testament to the accessibility of information. Red October              
differs from other entries of cyberattack as it did not involve any form of active sabotage,                
instead strictly using espionage. After the public became aware of its existence, the             
anonymous attackers shut down their operation. On the opposite end of the spectrum are the               
Wannacry attacks. As ransomware, the hackers demanded payment of 0.1 bitcoin in order to              
decrypt a user’s files. Ironically, it was the NSA that developed the cyberweapon, then              
codenamed EternalBlue, to exploit vulnerabilities in Microsoft Protocols .  4

 

4 On a similar note, the Stuxnet worm utilized the government’s knowledge of “insider information” to disrupt 
operating systems in Iranian Computers. 
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Unlike a conventional engagement, the paradigm of war and proportionality has been            
inverted. Most pitched battles have been between belligerents of a common magnitude in             
terms of strength. Granted, there are occasional victories against enemy forces several times             
as numerous, but no commander would send an inferior force to fight with luck alone. In the                 
modern era, commanders realized that to fight technologically and numerically superior foes,            
conventional war must be avoided at all costs. Their strategy was to inflict as much damage                
as possible while sustaining little themselves, and often used ideology, geography, and            
surprise to their benefit. 
 

Cyberattacks are even more asymmetric: a small group or just one hacker could cut              
off power to tens of thousands of people. This brings the idea of guerilla warfare to an                 
extreme: the aggressor could be anonymous while simultaneously having access to classified            
information, with the ability to disrupt public or governmental operations. One of the             
difficulties in developing cohesive cyber defence is the sheer number of tools, information,             
and “pressure points” hackers have at their disposal. While a defence system should be              
unbreachable against every possible threat, a hacker only needs one creative way to break              
through protective measures. Thus this arms race is, too, asymmetric.  
 

Another interesting conundrum is elucidated if one decides to see forms of            
cyberwarfare under the just war theory. While many a war has been waged on the premise of                 
a ‘just cause’ alone, it’s important to note that this is only a small part of Aquinas’ doctrine.                  
For example, it is necessary that “a just war must have a reasonable chance of success.” This                 
forces countries to establish clearly defined goals of success prior to war, not only to bring                
wanton death and suffering to the enemy. In the realm of cyberwarfare, patriotic hackers or               
organizations can coordinate attacks at negligible human cost and because it is almost             
impossible to bring individuals to justice, the meaning of war and success is massively              
dilated for the offensive side. This also means that in the case of retaliation, the combattants                
shoulder disproportionately negligible damage compared to civilians.  
 
Past Action 

2003 marked the first year of international cooperation to discuss cybersecurity, and            
in particular, cybercrime. 66 Representatives from around the world have signed the            
Budapest convention, written to incorporate international law into the digital world. NATO’s            
involvement in cybersecurity was relatively disconnected and minor prior to the Estonia            
Cyberattacks. The NATO Cyber Defence Center of Excellence was formed in Tallinn,            
dedicated to supporting international cooperation of researchers and experts. In the 2010s,            
Cybersecurity became even more essential. Advanced Persistent Threats such as the Iranian            5

Cyber Army, Red October, or the Wannacry Attacks were some of the most ambitious and               
formidable attacks launched in recent times.  

 

5 The attacks being distinguished by ulterior motives, sophistication, and intention to cause harm. 
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Even more alarmingly, 2,500 cyberattacks were carried out on NATO alone in 2012.             
Many of the European countries have begun to invest in cybersecurity. At the Warsaw              
Summit, NATO Secretary General Jens Stoltenberg asserted the idea of “Cyberspace as the             
5th Dimensional Operational Domain” to supplement Land, Air and Naval operations. It was             
then reiterated that through cooperation, NATO countries would be able to massively            
strengthen their cybersecurity capabilities against a plethora of possible attacks. The main            
focus of this summit was still defensive. 
 
Current Situation 

Short-term gains have usually outweighed long-term negative equilibria for the nation           
of high ability to wage cyber warfare. Countries such as North Korea, Iran and even Russia                
share a common niche in their regional security complexes: they are militarily outmatched in              
the conventional scope, so allocate resources to strengthen themselves in the digital world.             
The rationale is that cyberattacks are relatively cheap, low risk, and highly disruptive: ideal              
for taking on technologically reliant, economically, and militarily superior adversaries. As           
destructive as they are, cyberattacks usually do not warrant outright war, a fact these              
governments have used to great effect.  

 
Other countries, like the United States and China, enjoy the two largest military             

budgets on the planet in addition to military and technological hegemony in their respective              
parts of the world. China is notorious for acts of espionage and theft of intellectual property.                
In 2011, the US uncovered a vast Chinese excursion into various US aeronautics giants such               
as Lockheed Martin, Northrop Grumman, among others. That same year, the Chinese            
People's Liberation Army Air Force unveiled its first 5th generation stealth fighter , the J-20,              6

sporting a fuselage that looked suspiciously like the United States Air Force’s F-22. It is very                
likely that due to the closely intertwined nature of defence contractors to Congress, China              
saw companies like Nothrop Grumman or Lockheed Martin as an extension of the American              
government. 

 
The United States has also been extensively complicit in these activities. The            

infamous Stuxnet attack, although never formally acknowledged by the Israeli or American            
governments, their involvement is generally accepted. Other episodes include the NSA           
hacking into Tsinghua University, a prestigious research-centered postsecondary institution in          
China, among major Chinese telecom companies. 
 
Possible Solutions 

There is not one clearly defined solution. No country is unsusceptible to            
cyberespionage, foreign meddling, or large scale cyber attacks. However, NATO countries           
often have differing opinions on the level of cooperation or funding they may need to achieve                
a certain goal.  

6 A 5th generation fighter generally denotes interceptors with extremely advanced systems and technologies. 
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Collectivization 
If security is collectivised, could the same be said of cybersecurity?  

On one hand, some states prefer more collectivized defenses. Although states will            
have greater access to each other’s intelligence and will encourage technological cooperation,            
this may also impose more internecine disagreements, as well as imposing arbitrary            
restrictions to states with a greater degree or less need for cybersecurity. On the other hand,                
minimal cooperation could be risky, demonstrated by how easily Georgia by itself was             
overwhelmed by Russia in Cyberspace in 2008. Presently, most countries are relatively            
independent in terms of cybersecurity in comparison to more collectivised nuclear defence            
programs of the Cold war. 

 
Cyber Offence  
In order to effectively wage cyberwarfare, one must invest in cyber-offenses, but this is far               
more problematic than simply focussing on cybersecurity. 

In addition, distinctions must be drawn between cybersecurity and cyberwarfare.          
While NATO has henceforth been content to focus on defence, investment in retaliatory             
cyberweaponry could both act as a deterrent against large-scale state sponsored attacks and             
boost the organization’s capability to wage cyberwarfare against hostile adversaries.          
However, such a large investment comes at a time when members are hesitant to further               
increase their spending at all. As well, more cyberweapons will undoubtedly mean more             
lucrative prizes and a bigger target for hackers like the ‘Shadow Brokers’ that leaked              7

EternalBlue to the same North Koreans who held hundreds of thousands of devices hostage              8

in 2017. In addition, there is little doubt that when such cyberweapons are deployed for               
disruptive and destructive purposes, all the detrimental effects eventually trickle down to            
civilians. Not only is an ethical dilemma posed, but also the question of how effective this                
can be to deter totalitarian regimes such as North Korea. Lastly, having a deterrent also paves                
the way for strained international relations and a possibility of an arms war; delegates should               
weigh the benefits and drawbacks in the context of China, Russia, Iran, North Korea, and               
others. before making a decision.  
 

General Bradley, 1st chairman of the NATO military committee once stated that            
“Amateurs talk strategy; professionals talk logistics.” Delegates are expected to tackle the            
logistics of whatever solution their bloc prefers. If a country chooses to increase             
cybersecurity, how much money are they willing to spend? Will this country increase defence              
spending or increase the percentage of those funds towards cybersecurity?  
 
 
 

7 A group of hackers with a history of unlawful leaks, hacks and attacks. 
8 See the Wannacry Cyberattacks in the Timeline above. 

 11 



Bloc Positions 
United States 

The United States boasts the world’s largest defence expenditure. Yet, cybersecurity           
makes up a surprisingly small part so that many large corporations have been largely              
independently responsible for their own cybersecurity. As of now, the US has 4 main pillars               
of policy in cyberspace: “Protecting the American people, the homeland, and the American             
way of life,” “Promoting American prosperity,” “Preserving peace through strength,” and           
“Advancing American Influence”. However, any large political or spending changes tend to            
have amplified reverberations in an increasingly partisan Congress. 
 
Canada 

Although Canada could be regarded as less at risk to cyberattacks compared to             
Central or Eastern European countries or even its southern neighbor, it is no stranger to               
state-sponsored cyberattacks. In January 2011, Canada uncovered a substantial attack on its            
Defence and Finance departments, which galvanized officials’ attitudes on cybersecurity. The           
truth is, with Canada’s mounting deficit, it has more pressing concerns than cybersecurity.             
With Canada’s federal election upcoming in October, Secretary General Jens Stoltenberg           
warned Trudeau in a visit this year about foreign interference. Just two months ago, C-59 , a                9

bill legitimized cyber-offensives by the intelligence agency, a crucial milestone in the future             
of counter-terrorism and perhaps even cyber warfare. 

 
Western European Countries 

Western European countries, though probably less at risk to large, state-sponsored           
cyber attacks still have every reason to improve cybersecurity in some form or another. There               
are two major reasons for this. First, minor cyberattacks, if plenty, can be economically              
destructive: the European Union is said to lose up to 400 Billion Euros each year due to                 10

cybersecurity related reasons. Second, political elections can be interfered with. An average            
of 3% more of the vote was shown to have been because the actions of foreign actors; a                  11

huge margin and blow to the democratic processes. Western European countries have            
watched with a keen eye when Russians performed cyberattacks during the 2014 Ukrainean             
elections. In recent years, they have also been the most vocal proponents of developing more               
assertive and offensive cyberweapons as deterrence. 
 
Central and Eastern European countries 

Countries such as Estonia, Lithuania, Latvia, Romania, Bulgaria are probably the           
most vulnerable to cyberattacks due to both inadequate cybersecurity as well has historical             
and geographical proximity to Russia. However, the majority of citizens and companies are             
aware and concerned about the state of cybersecurity in their countries. A report published by               
Law Firm CMS asserts that the political parties should be held legally accountable for cyber               

9 CBC, 2019  
10 European External Action, 2018 
11 Dov H. Levin, 2016 
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defence related failures if “regulatory actions” were still not in place. Many Central and              
Eastern European countries have been more vigilant with respect to cybersecurity, and while             
their individual defences may hold against the opportunistic attacker, comprehensive and           
well-funded state-sponsored attacks may lead to very different outcomes. 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

 13 



Sources Cited 
Beal, Vangie. “DDoS Attack - Distributed Denial of Service.” What Is DDoS - Distributed Denial of Service? 
Webopedia,  
www.webopedia.com/TERM/D/DDoS_attack.html. 
 
“Byzantine Fault.” Wikipedia, Wikimedia Foundation, 3 Sept. 2019,  
en.wikipedia.org/wiki/Byzantine_fault. 
 
CMS Emerging Europe M&A Report 2018/2019, 
cms.law/en/AUT/News-Information/CMS-Emerging-Europe-M-A-Report-2018-2019. 
 
“Connect the Dots on State-Sponsored Cyber Incidents - Titan Rain.” Council on Foreign Relations, Council on 
Foreign Relations,  
www.cfr.org/interactive/cyber-operations/titan-rain. 
 
Dov H. Levin, When the Great Power Gets a Vote: The Effects of Great Power Electoral Interventions on 
Election Results, International Studies Quarterly, Volume 60, Issue 2, June 2016, Pages 189–202 
 
Jun, Jenny, et al. “North Korea's Cyber Operations.” 
Https://Www.canada.ca/En/Security-Intelligence-Service.html, Rowman and Littlefield, 
csis-prod.s3.amazonaws.com/s3fs-public/legacy_files/files/publication/151216_Cha_NorthKoreasCyberOperati
ons_Web.pdf. 
https://www.canada.ca/En/Security-Intelligence-Service.html, 
 
“Liis Jaansalu.” Consilium, 20 Nov. 2017, 
www.consilium.europa.eu/en/press/press-releases/2017/11/20/eu-to-beef-up-cybersecurity/. 
 
National Cyber Security . Sept. 2018, 
www.whitehouse.gov/wp-content/uploads/2018/09/National-Cyber-Strategy.pdf. 
 
Nato. “The History of Cyber Attacks - a Timeline.” NATO Review, 
www.nato.int/docu/review/2013/Cyber/timeline/EN/index.htm. 
 
“Screenshot of Wannacry Cyberattack.” Https://Kasperskycontenthub.com, 
cdn.securelist.com/files/2017/05/wannacry_05.png. 
 
“Warsaw Summit Key Decisions.” Www.nato.int, Public Diplomacy Division , Feb. 2017, 
www.nato.int/nato_static_fl2014/assets/pdf/pdf_2017_02/20170206_1702-factsheet-warsaw-summit-key-en.pdf 
 
 

 

 

 
 
 

 14 



Topic 2: Re-Evaluating the Purpose of NATO 
 
Questions to Consider 

1. Are the three founding goals of NATO still valid? If so, how do they compare to the 
goals of the organization 60 years ago? 
 

2. How would you evaluate NATO’s efficacy with respect to the three core goals of 
NATO now? 
 

3. What goal is NATO to play in the twenty-first century? Is it to become increasingly 
interventionary, expansionist, or is it to remain regional and pragmatic? 
 

4. How accurate is it to state that the meeting of the budget is an indicator of how                 
heavily the responsibility of NATO falls upon a member state?  
 

5. Are uneven burdens merely only a detail over-emphasized by NATO detractors, or            
truly a problem endemic to the idea of collective security? 
 

6. What reasons does each state have to support or repudiate NATO? How will do they               
align with the goals of the Organization itself? 

 
Overview 

Many doubt whether there is still a virtue in maintaining a “Cold War Era” collective               
defence organization such as NATO, but it’s important not to dwell solely on quotas to assess                
efficacy. NATO was founded with the intention to provide collective security against Soviet             
expansionism, prevent militarism from taking hold and foster economic and social growth in             
post-war Europe. It has been extremely successful: the Soviet State- once thought to be an               
evermore presence in Europe- has all but collapsed, no major European war has broken out in                
70 years; unprecedented since the rise of nation-states. The European Union, closely linked to              
the endeavours of NATO, has contributed greatly to shared prosperity. 
 

As of now NATO itself is a complex web of sub-committees, but is roughly divided               
into two major structures: civilian and military. The civilian structure creates policies and             
makes major decisions, and the military ensures that these decisions are carried out             
successfully and strategically. The civilian structure is headed by the NAC (North Atlantic             
Council), which is essentially the governmental authority and primary decision-making          
component of the organization. This can be likened to a combination of the high command               
and executive branch in a government. On the other hand, the military structure is divided               
into two constituent parts: the ACT and ACO. ACT stands for Allied Command             
Transformation and is responsible for the general “readiness” of the military. Their roles             
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include planning, training, strategic reform, and, evidently, transformation of military          
structures. The ACO, or Allied Command Operations is responsible for the execution of             
specific military operations. They are also responsible for the air, land, sea, and joint              
operations allied command centers and defence systems scattered across Europe. As of 2019,             
there are four active battlegroups rotating in the three Baltic countries and Poland headed by               
the US, UK, Germany, and Canada. 
 

It’s important to note that despite its increasing flexibility and ability to cooperate             
with other organizations (such as the Organization for Security and Cooperation in Europe),             
NATO technically cannot militarily intervene without the authorization of a resolution from            
the United Nations Security Council. Because the airstrikes in the Federal Republic of             
Yugoslavia’s heartlands were the first time NATO did not wait for the agreement of the               
UNSC, there is much controversy around whether the organization’s actions were legally            
justified. While many human rights advocates believe that it was necessary due to the extent               
of the humanitarian crisis and ethnic violence in the state, others saw this as the beginning of                 
a pattern of inconsistent mandate compliance that could prove dangerous in the future. 
 
Timeline 
1947: The Treaty of Dunkirk is signed in 1947 between Britain and France in the event of 
another war, then extended to the lowland countries (Luxembourg, Belgium, and the 
Netherlands) a year later with the Treaty of Brussels .  12

 
1948: Due to what he perceives as a threat from the formation of NATO and an increasingly 
unified West Germany, Stalin projects his power over West Berlin by blockading it until the 
West sent much- needed supplies by air. 
 
1949: Signed in April of 1949, the North Atlantic Treaty is drafted by the 12 founding 
Members of North America and Europe of Belgium Denmark, Canada, Britain, the US, 
France, Iceland, the Netherlands, Norway, Portugal, Luxembourg, Italy.  
 
1950: The North Koreans invade South Korea in 1950, which results in a US response. China 
intervenes on behalf of the Kim dynasty and little border changes result despite heavy 
casualties on both sides. 

 
1955 : A group of 9 Socialist States form the Warsaw Pact under the leadership of the USSR. 
It would act as a counterbalance to NATO for the next 3 decades or so. 
 

12 The Treaty of Brussels did not fade into obscurity after the North Atlantic Treaty. Rather, an amendment to 
this Treaty in 1954 created the Western European Union, the precursor to the EU. 
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1962: A major flashpoint occurred when Soviet warheads were found to be in Cuba’s 
possession in late 1962, but quick responses, and a willingness to negotiate between the US 
and the USSR resolved the issue. 
  
1964: Brezhnev took measures to ensure that the Soviet Union would still be able to 
realistically compete with the US and NATO through increases in defence spending, and 
establishing a bulwark of communist satellites as buffer. 
 
1982: Spain becomes the first country to join NATO since West Germany in 1955. 

 
1990: East Germany was reunified with its western counterpart and officially became part of 
NATO in 1990.  
 
1991: There were two major NATO operations in the conflicts known as the Yugoslav wars: 
the Bosnian war in 1995 with Operation Deliberate Force, and in Kosovo War in 1999 with 
Operation Noble Anvil.  
 
1999: In NATO’s largest expansion to date, membership was extended to Poland, Hungary, 
and the Czech Republic, all former Warsaw Pact members.  
 
2001: In September 2001, the world was rocked by a series of Terrorist attacks on critical US 
infrastructure. NATO’s immediate response  was to retaliate against the axis of evil in the 13

Middle East beginning the war in Afghanistan and Iraq. 
 
2004: Countries once part of the Soviet Union itself (Latvia, Lithuania, and Estonia) along              
with Romania, Bulgaria, Slovenia and Slovakia joined NATO. 
 
2011: NATO forces intervened on behalf of Libyan rebels in their fight against a regime that                
proved to be more than willing to use violence to keep itself in power. 

 
Historical Analysis 

The Treaty of Dunkirk was originally signed in 1947 between Britain and France in              
the event of another war with Germany only, then extended to the lowland countries              
(Luxembourg, Belgium, and the Netherlands) a year later in the form of the Treaty of               
Brussels. The Brussels treaty also had the added significance of establishing the precursor to              
NATO: the Western Union. Two events that foreshadowed the importance of a            
collective-security based military organization were the Berlin Airlift and the Korean war,            
which both strengthened an allied cause against the clear aggression of Soviet Russia. With              
the end of the Korean War, many European states looked towards the East at the divided                
Germanies and considered the possibility of war spilling over here, too. The following year              

13 This was the only time in history that Article 5 had been invoked. 
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the United States committed an unprecedented number of troops overseas as the notion of the               
Domino Theory took hold. It’s important to clarify that while the treaties in Brussels and               
Dunkirk were defensive agreements in their own right, they were relatively narrow in scope              
and reactionary to a more abstract resurgence of nationalism and militarism than a clearly              
defined Communist threat. It was under these conditions that NATO was born. 

 
In 1954, the Soviet Union under Kruschev was denied its request to join the North               

Atlantic Treaty Organization. To make matters even worse, even West Germany, just earlier             
unified and placed under joint administration, was granted membership. Therefore, the           
creation of the Warsaw pact could be attributed to being a reactionary response to the               
growing influence of NATO. The Warsaw Pact, as late as the later years of the 1980s, acted                 
as a balance of power and prevented NATO’s growth. Tensions between the east and west               
escalated until the boiling point that was the Cuban missile crisis. The United states began               
stockpiling weapons in Turkey, what Soviets viewed to be in their ‘backyard’. In response,              
Nuclear missiles were transported in secret along with tens of thousands of ‘technicians’ and              
‘mechanics’ to 8 different locations all over Cuba, enough to deliver a potent second strike to                
the entirety of the contiguous United States. Although the crisis was diffused by negotiations              
between the two leaders and a withdrawal of missiles and blockades, there was frightening              
potential to spark Nuclear war- one that would entangle the US’s NATO allies. Brezhnev              
overthrew Kruschev in 1964. While his diplomatic efforts have been marked by agreements             
of limiting intercontinental weapons and missiles and a comprehensive detente, Brezhnev           
was a realist who took measures to ensure that the Soviet Union was able to reasonably                
compete with the United States. This included a 40% increase in defence spending per year               
over a period of 15 years and the infamous Brezhnev doctrine, which was to be a barricade to                  
disperse and hinder western European armies. The general secretary stated that such an attack              
“becomes not only a problem of the country concerned, but a common problem and concern               
of all socialist countries”, a chiral image to Article 5. The European countries depended on an                
overseas superpower to bolster their security, and for the US to have allies committed to               
contain Communism in Europe. 

 
Spain joined NATO in 1982, achievable only because of waning Soviet influence.            

The country, only 7 years ago freed from the throes of Franco’s rule, underwent rapid               
transition from Dictatorship to a Constitutional monarchy to fledgeling Democracy. But these            
seemingly smooth transitions are deceptive in their linearity: Spain was wracked by            
Catalonian anti-governmental sentiments, Basque separatism, and Francoists factions in the          
army who staged a coup after the resignation of PM Suarez amidst economic problems. Thus,               
it could be viewed that Spain’s accession to the organization was pragmatic to guarantee its               
island territories and bring legitimacy to the new government. After the 1970’s, the Soviet              
Union could no longer claim to be the United States’ geopolitical and military rival, and in                
the 90’s it became increasingly clear that collapse was inevitable. With the efforts of western               
leaders such as Kohl and Reagan and Soviet unwillingness to send the military to maintain               
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power, Previously an exclusively Western European organization, this expansion was          
emblematic of NATO’s changing role and enlarged presence. 
 

A year before the imminent fall of a weakened USSR, leaders of NATO deliberated              
on NATO’s role in a new paradigm of world order. Many, in foresight, have remarked on the                 
conundrum of being “out of Area or out of Business”, and NATO leaders addressed just that.                
They established the three following goals of collective defence, crisis management and            
cooperation. It’s no accident that these goals appear to be loftier, more general and abstract.               
Without the cautious, measured confrontations symptomatic of the bipolar world, great           
expectations hailed a century of ‘Pax Americana’ wherein the peace would be won and              
ensured by the influence of the lone superpower. NATO activity spiked as divisions of the               
willing marched towards Baghdad or as airstrikes pounded military targets in FR Yugoslavia             
in the creatively named operations ‘Desert Storm’ and ‘Noble Anvil’.  

 
Much of this was due to a period of transition from just before the 1991 Summit in                 

Rome and the 1999 Summit in Washington. The organization rapidly expanded to take in              
West Germany, Poland, Czech Republic and Hungary; its first expansion since over 8 years              
ago. NATO developed a ‘New Strategic Concept” in addition to a variety of partnership              
programs. Under this concept, assessing and diffusing complex and multidimensional threats           
of the post-bipolar world would take precedence over anything else. This proactive stance             
was initially demonstrated in Bosnia and Kosovo, neither of which were Article 5 challenges.              
Bosnia marked the first time NATO intervened following the Cold War, while Kosovo was              
the first time it acted without the authorization of the Security council. A variety of               
partnerships developed, the most widespread of which was the Partnership for Peace (PFP)             
programme that included almost all of Europe and the post-USSR republics of Central Asia.              
The EAPC, or Euro-Atlantic Partnership Council, worked alongside the PFP to encourage            
political cooperation. In addition, more regional partnerships such as the Istanbul           
Cooperation Initiative and the Mediterranean dialogue to involve itself in more localized            
complexes. “Complex” “multidimensional” threats to the organisation including oppression,         
ethnic conflict, economic distress, the collapse of political order, and the proliferation of             
weapons of mass destruction were addressed as well. Throughout all this, NATO expanded             
its capabilities to accommodate more offensive manoeuvres as well as partnerships in the             
east, it certainly stayed within its parameters of Europe.  
 

The new millennium was dichotomy that at once offered new opportunities and posed             
new challenges. In Europe, NATO’s role evolved to include maintaining a powerful presence             
to keep positive changes of which it has had a pivotal part in bringing about, including the                 
aforementioned expansion of membership, independence of post-Soviet states, etc. 
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All of this changed yet again in September 2001. President Bush identified an Axis of               
evil comprising of Iran, Iraq, and North Korea that regularly sponsored terrorist            
organizations. This also marked the first time in history that Article 5 was invoked, which               
was ironically almost 10 years after the collapse of the Soviet Union. In the immediate years                
following the attacks, NATO and the West was spurred into a global “War on Terrorism”.               
This differed drastically even from the Yugoslav wars (which were still fought on European              
soil); NATO and its allies stepped outside its immediate sphere of influence and significantly              
diverged from its founding characteristic of regionality. In Afghanistan, NATO troops           
accompanied American forces in the initial invasion against the Taliban and were an             14

integral part of the International Security Assistance Force (ISAF) that moved into the             
country afterwards.  

 
One of the most significant episodes of the Arab spring was the rebellion and ensuing               

civil war against Gaddafi’s regime in Libya. The rebels had captured Benghazi among other              
coastal cities but were struggling to hold on to territory against the Libyan Army. The               
international community heavily condemned Gaddafi’s gratuitous use of force. NATO forces           
took control of the No fly zone, targeting military targets of Gaddafi’s regime . In October,               15

following the Libyan Dictator’s death, Libya was hailed as a ‘model intervention’. However,             
the culmination of deep sectarian divides, the presence of militias afterwards, and an             
economic crisis in the aftermath of the intervention led to even more death and suffering in                
the second Libyan civil war. 
 

There are two questions that are important to pose again at this point in time. 
 

Question the first: how accurate is it to state that the meeting of the budget is an                 
indicator of how heavily the responsibility of NATO falls upon a member state? One has to                
take into account a variety of factors to evaluate such a statement. For instance, the               
opportunity cost in the development of infrastructure of contributed funds or trade sanctions             
with Russia or Iran are both extraneous factors to consider which are outside a simple 2%                
threshold. With or without consideration for these factors, it is undeniable costs are being              
distributed unevenly across the spectrum. 

Question the second: are these uneven burdens merely only a detail over-emphasized            
by NATO detractors, or truly a problem endemic to the idea of collective security? Perhaps               
there is something fundamentally incompatible between providing for the collective security           
of two continents and each state’s ultimately self-serving agenda. Of course, the            
counterargument can be made that such costs are irrelevant as long as they are outweighed by                
the benefits offered by NATO. 

14 Although America is itself a member of Nato, these troops mentioned here were US army regulars with a 
distinct command. 
15 Not a single NATO plane was shot down over the course of 7 months. 
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Past Action 
“The beginning still is. It does not lie behind us… but stands before us.” Heidegger               

said this in the context of an assertion of Germanness, but it is especially true of NATO’s                 
drastic periods of structural and paradigmal change in the past. 

 
The first notable restructuring was that of the 90’s, after the weltgeist had had a few                

years to ruminate in the shadow of a bipolar world. NATO, which has since then grown to fill                  
more or less whatever was not part of the Soviet backyard, had to choose between               
restructuring or reassessing itself. Previously regarded as an exclusive group of considerably            
developed Western Liberal Democracies predominantly concerned with collective defence;         
NATO intervention in Bosnia, and Serbia heralded initiative and active intervention in the             
M.O. of the largest military organization in the world. The New Strategic Concept of 1999               
could thus be seen not as a proponent of this change, but a culmination of it, which saw an                   
expansion of NATO in scope if not entirely its mission. Still regional and pragmatic to a                
certain degree, this new concept put the entirety of Europe under its aegis. 

 
The other significant restructuring that sets the precedent for this discussion is the             

Restructuring of 2003. In addition to streamlining NATO headquarters by reducing the            
number of residual sub-regional bases and increasing the efficiency of existing bases, the             
ACT was established. The ACT embodied changing nature of Wars fought in the new              
century, which valued technological superiority above numerical or geographic advantages,          
for instance. A plethora of lesser changes took place, as well. The USA sponsored Adriatic               
Charter was established with the intention to admit post-Yugoslavia Balkan countries into            
NATO. This was a sign of its paramount influence in Europe, as well as a continuation of the                  
‘Out of Area or out of business’ mindset. 
 
Current Situation: 

There were two major active NATO operations in the 21st century in Iraq and              
Afghanistan. 
 

In Iraq, a coalition of the willing comprising of 43 countries have either sent in               
invasion or stabilizing forces. Due to technological disparity and war being mostly            
conventional, NATO and the US dislodged the forces of Saddam and captured Baghdad in              
weeks. What the United States assumed to be the easier process of regime change and               
democratization began. In the weeks following the invasion looting and crime became            
widespread, while infrastructure, power, and water were in critical condition all while            
insurgencies arose in Western Iraq. In 2005, the Iraqi elections of 2005 forced the UIA party                
and the PUK into a transitional coalition government. In 2006, the first permanent             
government was elected under the leadership of Nouri al-Maliki, who proved himself an             
ineffective and corrupt leader. The end of American occupation of Iraq in 2011 led to               
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numerous partnerships and training programs of the fragile Iraqi armed forces with NATO. A              
major source of controversy was the question of whether it was plausible for Saddam to               
possess weapons of mass destruction. As a matter of fact, it was a well known fact that the                  
regime possesses biological and chemical weapons that were put to extensive use against the              
Kurds. As for Nuclear weapons, it was an unusual situation in which regime was not even                
close to acquiring technologies to build such weapons but was purposefully ambiguous to             
give the impression that they had them as if to deter foreign intervention . Even as NATO                16

armies rolled into the Iraqi heartland, Saddam was more fearful about revolt from within.  
 

As for Afghanistan, the initial invasion was conceivably successful in occupying the            
country. However, the assault failed to diminish the Taliban and Al-Qaeda’s numbers or             
foundation, most of them escaping across the border to Pakistan to recruit more members or               
launch raids. In 2007 NATO forces were instrumental in fending off the Taliban resurgence              
with strings of tactical victories that individually led to little progress in the unforgiving              
mountainous ranges of ‘the graveyard of empires’. With these large multinational operations            
emblematic of the early days of the war came the Herculean scale and cost of the logistics                 
needed to supply armies overseas. The brunt of these deliveries fell to NATO’s responsibility              
during its leadership of ISAF as well as Operation Resolute Support soon afterward:             
ammunition and projectiles were sent by air, and other supplies from one of two Pakistani               
routes or through the Northern Distribution Network. 

 
NATO members’ enthusiasm for involvement in Afghanistan is waning, and talks of            

troop withdrawal are gathering support from both sides of the house in the US. Even worse,                
in the later stages of the war, foreign powers such as China, Russia, and Iran increasingly                
involved themselves. The attitude of the POTUS towards the war can be summarized as a               
transition between “bomb[ing] the hell out of terrorists” to “I could win the war in a week, I                  
just don’t want to kill 10 million people”. Additionally, though tactics like using women/              
children as shields or rape were commonplace amongst the Taliban, NATO and allied forces              
were not clean of atrocities ranging from an air strike on a hospital operated by MSF to the                  
collection of body parts of civilian victims in the notorious Maywand district murders. As of               
now, peace talks between the Taliban and the West are making significant headway, though              
only time will tell what the future  brings.  

 
A popular point of contention is the infamous defence budgets issue. Last year, only              

the United States, Greece, Estonia, Lithuania, and Britain spent more or equal to the 2%               
threshold of defence as a percentage of GDP. Since the election of Trump, however, who was                
very vocal in his discontent over the condition of NATO’s defence-budget obligations, many             
members have started to increase their respective spending over the years, with countries in              

16Even so, many are skeptical of how the US and NATO intelligence could have even been convinced of the 
existence of such weapons. 
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the Baltic region (such as Lithuania or Latvia) leading the way alongside Romania and              
Luxembourg.  

 
A graph showing member countries' defence spending as a percentage of GDP. (CNN) 

 
Possible Solutions 
Minimal Change  

The first of these solutions is relatively self explanatory. With little to no change of               
NATO’s two structures, it would continue to assert itself as a global presence in maintaining               
security, training allies, or building partnerships overseas. Russia’s recent violations and the            
subsequent US withdrawal from the INF (Intermediate-Range forces nuclear treaty) mean an            
escalation in tensions between countries possessing 90% of the world’s nuclear weapons. 
 
Restructuring  
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One could make the argument that there are vestigial parts in NATO itself.Such a              
change would most likely be comparable in scale to the restructurings of the 90’s or 2003.                
The addition of an allied Transformation council in 2003 reflects the pressing need for              
structural changes of a military organisation in the 21st century. Perhaps the organization             
would better equip itself for threats in the Cyber world, or scale down on political importance                
attached to the 2% mark. Complimentary to these changes would be a simultaneous shift in               
goals or values. The recent rise in tensions between the US and Russia over the problem of                 
the INF could easily boil over to other past agreements. 
 
Re-evaluation of NATO 

Perhaps NATO is no longer viable after all. Many (especially in North America)             
consider Russia to be a bogeyman whose threat has been greatly exaggerated by European              
States in order to avoid paying as much for their defences overseas. Statistics corroborates              
this statement: NATO’s population is 6.1 times that of Russia, its economy 25.1 times              
greater, and its military spending 23.8 times greater (using the statistic provided by the              
Stockholm International Peace Research Institute). Perhaps the USSR and the Warsaw pact            
together posed a significant threat to the west in the 70’s or 80’s, but is it still logical to                   
consider Russia as an opponent of NATO? 
 

And the economic concern is only a small part of what makes NATO problematic to               
critics. Politically, it seems disingenuous and hypocritical to critics for the majority of Europe              
to be touting the abstract principles of Cosmopolitanism and International cooperation while            
contributing less than an agreed sum only to spend more on themselves.  
 
Bloc Positions 
United States 

The past years have done much changed the American opinion of NATO: in 2016,              
53% of Americans generally approved of the organization, while the figure grew to 9%              
higher in 2018. Democrats made up the majority of this figure and also had much to                
contribute to the recent increase in support, while Republicans’ views were relatively steady.             
As well, a little less than 50% of Americans believe that NATO was doing too little, while                 
only 5% thought that it was doing too much. Perhaps the amount that the US is currently                 
spending is justified? 
 
Greece and Turkey 

Both Greece and Turkey countries where NATO has had a visibly negative impact on              
daily life. Turkey had been a major trade partner of Iran and was heavily affected by trade                 
sanctions imposed on NATO allies, although it has been looking to substitute various Iranian              
material and products with their Iraqi counterparts. With Greece’s perilous financial situation            
and very high Debt-to-GDP ratio, it cannot afford to overspend on sectors such as defence.               
Ironically, it is one of only 4 countries to fulfill its 2% of GDP pledge. In 2018, at 2.46% it                    
was second only to the United States in terms of defence spending. As volatility in the                
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Balkans region persists, the Greek government evidently believes that it is wise to contribute              
funds and troops whenever it can to secure its own safety in the event of crisis. 
 

However, because both countries are emerging markets, economic impacts are deeply           
felt by many. It is for this reason that many citizens are less convinced than their                
governments that the drawbacks of membership outweigh its benefits: 57% or Greeks and             
58% of Turkish people view NATO unfavourably. 
 
Most Eastern European countries 

The majority of Eastern European countries in the organization are in           
quasi-unanimous support of collective defence.The reason for this, is of course geographical            
proximity to a bellicose Russia. For example, in addition to the highest approval rates              
(bordering 80%) for the organization, these countries have been rapidly increasing their            
budgets for the past couple years. Lithuania, Latvia, Estonia, Poland, or Romania are among              
the biggest spenders on defence (proportional to their income) in NATO. It’s imperative to              
both their security and international relations for Eastern European countries to have            
sustained contributions to NATO. 
 
France 

France has historically been more individualistic than the typical NATO member. As            
one of the founding members of NATO, a historic great power as well as the headquarters of                 
NATO. In the 1960’s, the General has been especially concerned over the Britain and              
France’s slipping role in the organization, the lack of solidarity shown by NATO during the               
Suez canal crisis. Its attempts to assert itself in terms of leading the Nuclear strategy               
alongside Britain and the US have not been respected by its ally across the Atlantic. As a                 
result France withdrew itself from the military structure of NATO. It would no longer              
contribute troops as a part of a collective Army, and the Headquarters were moved to               
Belgium. It was not until the term of Sarkozy more than 40 years later that France completely                 
rejoined NATO. This episode serves as a testament to the fickle nature of sovereignty with               
respect to collective defence, but could be seen as the natural conclusion to centuries of               
humanist and individualistic tendencies of the Philosophes that has established itself in a             
National mindset. 
 
Britain 

Britain, as expected as one of the founding members of the organization and a great               
power, has been historically prominent in both leadership as well as operations since the turn               
of the century. In the fifties, Britain contributed an “Army of the Rhine” in the then West                 17

Germany, a testament to a growing solidarity amongst NATO member states. In 2003, it was               
also one of four countries that contributed divisions to the frontlines of Iraq alongside Poland,               
Australia, and of course, the United States. Despite Brexit, the UK’s contribution to NATO              

17 This marked the first time in history that the Island Nation had stationed an Army on Continental Europe. 
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has proven to be ironclad and unwavering - it has been maintaining 2% quota for years and                 18

more active than ever in the Organization. 
 
Germany 

Since Reunification in 1990 Germany has grown to become a leading member in             
NATO. The German bundeswehr, though smaller in relative size compared to other countries             
of similar population, GDP, and defence spending is a formidable fighting group that has              
worked with and in NATO operations in the Aegean sea, Kosovo, Bosnia, and Afghanistan.              
Just this year, they have taken over leadership of NATO’s Very-High readiness Joint Task              
Force (VJTF), the vanguard of NATO’s conventional forces in the East. However, tensions             
underlie Germany’s numerous and undeniable contributions to the Alliance. Germany had           
promised in 2014 to increase defence spending to the 2% mark by 2024, but recently               
defaulted on its promise and opted to reach 1.5% instead . Speculated to be at the cusp of an                  19

economic recession, it may be prudent for German leaders to decide on a slow increase in                
defence compared to other sectors. But this is occuring at a time when the country seems to                 
be content to spend more on Foreign aid, for example, an issue of much friction between it                 
and the US. 
 
Majority of Western European Countries 

Historically speaking, only until very recently did NATO’s borders expand past North            
America and Western Europe. As a result, the Alliance has grown to be an integral part of                 
Western European Countries’ defence planning, foreign relations, and identity. As such, the            
majority of Western European countries view NATO in a favourable and advantageous light,             
despite very few of them fulfilling a goal of 2% of GDP. That being said, more Europeans                 
also expect a US intervention of a possible Russian attack as opposed to their own military.  
 
 
 
 
 
 
 
 
 
 
 
 
 

18 NOAC, 2019 
19 DefenceNews, 2019  
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